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ABOUT ZETES

About Zetes SA

Founded in 1984, Zetes SA is a company incorporated in Belgium (European Union) and is part of the Zetes
Group, which is fully owned by the Panasonic Group.

Zetes SA is active in the areas of identification documents, travel documents, biometrics and trust services
including the issuance of certificates.

All further references to “Zetes” in this document refer to the legal entity Zetes SA unless explicitly stated
otherwise.

Zetes SA is active in the areas of identification documents, travel documents, smartcards, biometric solutions
and trust services.

Zetes SA is registered as follows:

Dutch language French language English language
Zetes NV Zetes SA" Zetes SA™")
Straatsburgstraat 3 Rue de Strasbourg 3 Rue de Strasbourg 3
1130 Brussel 1130 Bruxelles 1130 Brussels

Belgié Belgique Belgium

BTW BE 0408 425 626 TVA BE 0408 425 626 VAT BE 0408 425 626

(*) Under Belgian law, NV (Dutch Naamloze Vennootschap) and SA (French Société Anonyme) are equivalent terms.

About ZetesConfidens business unit

In 2016, Zetes Trust Services Provider (ZETES TSP) was established as an operational business unit within Zetes
SA to provide certificate services and other trust services for governments, the financial sector and private
Organizations. Since September 2018 these activities are marketed under the ZetesConfidens name. Previous
reference to ZETES TSP can be replaced by ZETESCONFIDENS.

ZetesConfidens is acting as the Time-stamping Authority (TSA) and has final and overall responsibility for the
provision of the ZETESCONFIDENS (Qualified) time-stamping service offering, namely:

e Time-stamping provision services: provides the generation of the time-stamps through the
ZETESCONFIDENS time-stamping units (TSU)

e Time-stamping management services: provides the monitoring and control of the operation of the time-
stamping services to ensure that the service is provided as specified by the Time-Stamp Authority (TSA).

ZETESCONFIDENS operates its own trust infrastructure and acts as a Trusted Service Provider (TSP) as defined
in the Regulation (EU) No 910/2014 on Electronic Identification and Trust Services for Electronic Transactions
in the Internal Market [9]. To this regard, ZETESCONFIDENS is supervised by the FPS Economy, SMEs, Self-
employed and Energy - Quality and Safety, the Belgian Supervisory Body and audited to be listed in the Belgian
Trusted List of Qualified Trust Service Providers.

1.3 2019 - Zetes — All Rights Reserved

p.4



0:-
.o@

ZetesConfidens

zetes TSA PRACTICE STATEMENT AND TIME-STAMP POLICY

SCOPE

A time-stamp service provides proof that a data object existed at a particular moment in time and that it has
not changed since it was time-stamped. This service can be used to provide additional support to non-
repudiation service, to support long term archiving and to prove that an electronic signature was actually
generated during the period the public key certificate was valid. ZETESCONFIDENS Time-stamping services are
provided according to IETF RFC 3161.

The present document is the “TSA Practise Statement and Time-Stamp Policy” to which the ZETESCONFIDENS
Time Stamping Authority (TSA) conforms to.

The policy applies to the issuance of electronic time stamps meeting the requirements of Regulation (EU) No
910/2014 [9].

The provision and use of (Qualified) Time-Stamp issued by ZETES TSA are governed by the following documents:
e this TSA Practise Statement and Time-Stamp Policy,

e the ZETESCONFIDENS Certification Practice Statement and Certificate Policy for the ZETESCONFIDENS
CA for TSA,

Conformity with European legislation and standards for Trust Service Providers issuing time-stamps

This policy is in accordance with the requirements laid down in the Regulation (EU) No 910/2014 of the
European Parliament and of the Council on electronic identification and trust services for electronic
transactions in the internal market. It respects requirements for Qualified Trust Services Providers issuing Time-
Stamps where applicable.

This Time-Stamp Policy conforms to the requirements laid down in ETSI EN 319 421 [4] “Policy and Security
Requirements for Trust Service Providers issuing Time-Stamps” and ETSI EN 319 422 [5] “Time-stamping
protocol and time-stamp token profiles”.

Intellectual Property Rights

Without limiting the “all rights reserved” copyright on the present document, and except as duly licensed under
written form, no part of this document or any of its contents may be reproduced, copied, modified or adapted,
without the prior written consent of the author, unless otherwise indicated for stand-alone materials.

Commercial use and distribution of the contents of this document is not allowed without express and prior
written consent of Zetes SA.

The following sentence must appear on any copy of this document:

"© 2019 — Zetes — All Rights Reserved"

1.3 2019 - Zetes — All Rights Reserved
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Document Version History

Version Publication Effective Information about this Version
DEL] Date

1.3 23/03/2020 | 26/03/2020 Documentary Correction chapter 6.2.2

Accuracy is 1 second for qualified and non-qualified time
stamps.

1.2 22/07/2019 | 29/07/2019 Correction of typos.
Update of the TSU certificate information in chapter 8.2
due to renewal of the certificates.
Clarification of the TSU key lifecycle log retention period
in chapter 6.3.2

1.1

1.0 ‘

21/03/2019 | 25/03/2019 Additional ZetesConfidens TSUs

24/12/2018 | 31/12/2018 first publication
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REFERENCES

The following documents contain provisions which are relevant to the ZETESCONFIDENS Timestamp Policy:
[1] Recommendation ITU-R TF.460-6 (2002): "Standard-frequency and time-signal emissions".

[2] ETSI EN 319 401, v2.2.1 (2018-04): "Electronic Signatures and Infrastructures (ESI); General Policy
Requirements for Trust Service Providers”

[3]1 ETSI EN 319 403, v2.2.2 (2015-08): Electronic Signatures and Infrastructures (ESI). Trust Service Provider
Conformity Assessment - Requirements for conformity assessment bodies assessing Trust Service Providers.

[4] ETSI EN 319 421, v1.1.1 (2016-03) Electronic Signatures and Infrastructures (ESI); Policy and Security
Requirements for Trust Service Providers issuing Time-Stamps.

[5] ETSI EN 319 422 v1.1.1 (2016-03), Electronic Signatures and Infrastructures (ESI); Timestamping Protocol
and Time-stamp Token Profiles.

[6] ETSI TS 119 312 v1.2.1 (2017-05): Electronic Signatures and Infrastructures (ESI); Cryptographic Suites
[71 IETF RFC 3161 (2001), “Internet X.509 Public Key Infrastructure Time-stamp Protocol (TSP)”.
[8] IETF RFC 5816 “ESSCertIDV2 update to RFC 3161”

[9] Regulation (EU) No 910/2014 of European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC. (elDAS regulation)

[10] BIPM Circular T. (Available from the BIPP website http://www.bipm.org/)
[11] FIPS PUB 140-2 (2001): "Security Requirements for Cryptographic Modules"
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zetes

DEFINITIONS AND ABBREVIATIONS

3.1 Definitions

Certificate

Certificate Revocation List (CRL)

Coordinated Universal Time (UTC)

Hardware Security Module (HSM)

Qualified time-stamp

Relying party

Subscriber
Time-stamp

Time-stamp Authority (TSA)
Time-stamp Service (TSS)

Time-Stamp Token (TST)

Time-Stamping Unit (TSU)

Trust Service Provider (TSP)

TSA system

uTC(K)

3.2 Abbreviations

A unit of information contained in a file that is digitally signed by the Certification
Authority. It contains, at a minimum, the issuer, a public key, and a set of information
that identifies the entity that holds the private key corresponding to the public key.

A signed list of identifiers of Certificates that have been revoked. Abbreviated as CRL. It is
(periodically) made available by the CA to Subscribers and Relying Parties.

Time-scale maintained by the Bureau International des Poids et Mesures (BIPM), which
forms the basis of a coordinated dissemination of standard frequencies and time signals
as defined in Recommendation ITU-RTF.460-6[1

An electronic device offering secure key pair generation and storage, and implementing
cryptographic operations using the stored key pairs.

Electronic time-stamp which meets the following requirements:

. Binds the date and time to data so as to reasonably prevent the possibility of
any undetected change of the data
. It is based on an accurate time source that can be traced to UTC(k)

It is signed using an advanced electronic signature of the qualified trust service provider,
or some equivalent method.

Recipient of a time-stamp who relies on that time-stamp.

Legal or natural person to whom a time-stamp is issued and who is bound to any
subscriber obligations.

Data in electronic form which binds other electronic data to a particular time establishing
evidence that these data existed at that time.

TSP providing time-stamping services using on re more time-stamping units.

Trust service for issuing time-stamps

Data object that binds a representation of a datum to a particular time with a digital
signature, thus establishing evidence.

A set of hardware and software which is managed as a unit and has a single private signing
key active at a time

Entity which provides one or more trust services

Composition of IT products and components organized to support the provision of time-
stamping services

Time-scale realized by the laboratory "k" and kept in close agreement with UTC, with the
goal to reach +100ns.

BIPM Bureau International des Poids et Mesures
BTSP Best practices Time-Stamp Policy
CA Certificate Authority
cpP Certificate Policy
CPS Certification Practice Statement
CRL Certificate Revocation List
cspP Certification Service Provider
1.3 2019 - Zetes — All Rights Reserved p.8
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DN Distinguished Name
HSM Hardware Security Module
ocCspP Online Certificate Status Protocol
oID Object Identifier
PKI Public Key Infrastructure
PMA Policy Management Authority
RA Registration Authority
TSA Time-Stamp Authority
TSS Time-stamp System
TST Time-stamp token
TSU Time-Stamp Unit
UTC(k) Coordinated Universal Time
1.3 2019 — Zetes — All Rights Reserved p.9
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GENERAL CONCEPTS

The present document references ETSI EN 319 401 [2] for generic policy requirements common to all classes of
trust service providers services and ETSI EN 319 421 [4] for policy requirements that are specific to the time-
stamping trust service.

4.1 Time-Stamping Services (TSS)

Time-Stamp Services (TSS) include the following component services:

Time-stamping provisioning: The service component that generates time-stamps.
Time-stamping management: The service component that monitors and controls the operation
of the time-stamping services, including synchronization with UTC time source(s). Time-stamping
management is also responsible for the installation and de-installation of the time-stamping
provisioning service.

4.2 Time-Stamping Authority (TSA)

Under this policy Zetes SA Time-Stamp Authority (TSA) is providing the time-stamping services (TSS) as
identified in paragraph 4.1.

The TSA operates multiple environments with TSUs which generate time-stamp tokens on behalf of the TSA.
The TSUs responsible for issuing a time-stamp are identifiable by signing the time-stamp tokens using a key
generated exclusively for this purpose.

The TSA has overall responsibility for meeting the requirements defined in the present document.

4.3 Subscriber

The Subscriber enters into a contractual agreement with Zetes SA. The Subscriber is a legal or natural person
for whom time-stamp is issued and who is bound to the subscriber obligations.

If the subscriber is an organization, it comprises several end-users or an individual end-user and some of the
obligations that apply to that organization will also apply to the end-users. As the subscriber, the organization
will be responsible in case the obligations from the end-users are not correctly fulfilled. The subscriber has the
obligation to inform the end-users about their obligations and about the conditions of use of the time-stamp
service.

If the subscriber is the end-user, the end-user will be held directly responsible if its obligations are not correctly
fulfilled.

4.4 Practice Statement and Time-Stamp Policy

The present document constitutes and combines the practice statement and the time-stamp policy. The
practice statement and time-stamp policy provide information as to how the provided time-stamping services
meet the requirements through proper infrastructure, management, organization, etc.

1.3 2019 - Zetes — All Rights Reserved
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TIME-STAMP POLICIES

5.1 General

5.2

This policy defines a set of processes for the trustworthy creation of time-stamp tokens.

The time-stamp tokens adhere to the requirements laid down in RFC 3161 (updated by RFC 5816), ETSI EN 319
421 [4] and ETSI EN 319 422 [5].

The certificates for the TSUs are issued by a CA dedicated to timestamp purposes These certificates adhere to
the requirements laid down in ETSI EN 319 411 part 1 and where required ETSI EN 319 411 part 2.

Identification

Time-stamp tokens are signed using a key which is exclusively used for time-stamping. Each TSU has a unique
key. Each key is associated with a single and unique certificate.

Time-stamp tokens will contain the following OID for identification of the applicable policy:

oib Description
1.3.6.1.4.1.47718.2.2.2.50 Zetes OID for this time-stamp policy for qualified time-stamps
1.3.6.1.4.1.47718.2.2.2.51 Zetes OID for this time-stamp policy for non-qualified time-stamps

By including these object identifiers in the generated time-stamps, ZETES TSA claims conformance to this time-
stamp policy and to the ETSI BTSP best practices policy for time-stamps which is identified by the OID
0.4.0.2023.1.1 ( itu-t(0) identified-organization(4) etsi(0) time-stamp-policy(2023) policy-identifiers(1) best-
practices-ts-policy (1) ).

The TSA may provide time-stamp tokens for test purposes but signed with the genuine TSU certificates. These
time-stamp tokens will contain OID with a prefix 2.999 for identification of the applicable:

oID Description

2.999.1.3.6.1.4.1.47718.2.2.2.50 Zetes OID for test purposes in relation to this time-stamp policy

5.3 User Community and Applicability

This policy is aimed at meeting the requirements of time-stamp for long term validity (e.g. as defined in ETSI
EN 319 122) but is generally applicable to any use which has a requirement for equivalent quality.

The time-stamping service is used by the Subscribers for the purpose and user community the Subscriber sees
fit. The Subscriber assumes full responsibility for the time-stamp tokens’ application and purpose. It is the
responsibility of the Subscriber to manage and inform its user community.

5.4 Policy administration

5.4.1 Organization administering the document
The present document is administered by the ZETESCONFIDENS Policy Management Authority (PMA).

The PMA determines the present document’s suitability for the ZETESCONFIDENS trust services.

1.3 2019 - Zetes — All Rights Reserved
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5.4.2 Contact person

All questions and comments regarding the present document should be addressed to the representative of the
Policy Management Authority (PMA):

E-mail address:

pma@tsp.zetes.com

Postal address: Straatsburgstraat 3 3, rue de Strasbourg
1130 HAREN 1130 HAEREN
BELGIE BELGIQUE

Telephone: 003227283711

Web site: http://tsp.zetes.com

5.4.3 Policy Approval procedures

The PMA is responsible for the approval of the policies and practice statements.

A Change Control mechanism will be used to trace all identified changes to the content of this Certification
Practice Statement and Certificate Policy.

This Practice Statement and Policy shall be reviewed in its entirety every year or when major changes are

implemented.

Errors, updates, or suggested changes to this Certification Practice Statement shall be communicated to the
Policy Management Authority.

1.3
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POLICIES AND PRACTICES

6.1 Risk assessment

ZETESCONFIDENS performs risk assessments on a regular basis to ensure the quality and reliability of the time-
stamping services. ZETESCONFIDENS risk assessment and risk management program are documented
internally.

6.2 Trust Service Policy Management Authority

The PMA has overall responsibility for all Trust Services. The PMA includes senior members of management as
well as staff responsible for the operational management.

The PMA is the high-level management body with final authority and responsibility for:

(a)
(b)
(c)
(d)
(e)

(f)

(g)
(h)

(i)

()

(k)
(1)

(n)

(o)

(p)

Specifying and approving the infrastructure and practices.

Approving the practice statements and the related policies

Defining the review process for, including responsibilities for maintaining, the Certification Practice

Statement and the related certificate policies, as well as other practice statements and policies for

other PKI services.

Defining the review process that ensures that applicable policies are supported by the practice

statement(s).

Defining the review process that ensures that the applicable practices, policies and procedures are

implemented and carried out.

When applicable, authorising part or all component service of the infrastructure to be provided and/or

operated by third parties and the applicable terms and conditions.

Publication to the Subscribers and Relying Parties of the relevant practice statements and policies.

Continually and effectively managing related risks. This includes a responsibility to periodically re-

evaluate risks to ensure that the controls that have been defined remain appropriate, and a

responsibility to periodically review the controls as implemented, to ensure that they continue to be

effective.

Specifying cross-certification or mutual recognition procedures and handling related requests.

Defining internal and external auditing processes with the aim to ensure the proper implementation

of the applicable practices, policies and procedures.

Initiating and supervising internal and external audits.

Executing the audit recommendations.

Undertaking any action it considers necessary to ensure the proper execution of the above areas of

responsibility.

Defining the scope of the PKI related service offering, among others by:

1) Defining the certificate classes to be supported by the PKI;

2) Defining the PKI related entities that will be registered by or under the responsibility of the
Registration Authority.

3) Defining the needs for policies that are to be followed for each of the certificate classes;

Ensuring that practices for each of the above-mentioned entities are defined and implemented in a

manner that is consistent with this document;

Mediating in disputes involving Subscribers and/or entities that have been registered by the

Registration Authority and the entities that have been implemented by or under the responsibility of

the Trust Service Provider.
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(g) Initiating when appropriate highly sensitive PKI operations such as CA root key revocation and renewal
or termination of a service.

6.2.1 Time-stamp format

The time-stamp token format is compliant with RFC 3161 [7], RFC 5816 [8] and ETSI EN 319 422 [5].
The cryptographic suites used follow the recommendation stated in ETSI TS 119 312 [6].

The accepted hash algorithms are SHA224, SHA256, SHA384 and SHA512.

6.2.2 Accuracy of the time

Accuracy and UTC

Unless stated otherwise in the time-stamp token, the guaranteed time accuracy is 1 second for qualified and
non-qualified time stamps.

The time-stamping service maintains accurate date and time through synchronisation with UTC. UTC is derived
from atomic clocks located in the National Physics Laboratories of various countries and is based on the
international definition of the second.

ZetesConfidens operates a set of Stratum-1 multi-GNSS referenced NTP servers that synchronize the system
clock of each TSU with at least 3 of these external time references from:

e  UTC(ROB) from the public NTP services of the Royal Observatory of Belgium
e  GPST from the GPS satellite network

e GST from the Galileo satellite network
e  GLONASST from the GLONASS satellite network

In the unlikely case that none of the external time sources are available, the NTP servers can maintain accurate
time independently by means of high-precision oscillators until at least one of the external time references is
available again.

In any event, each TSU system will also independently check for deviation of the time and automatically stop
issuing time-stamp tokens if the accuracy of the time source cannot be assured.

The TSA implements security mechanisms and security controls to ensure only authorized configuration and
calibration operations on a TSA System and the time infrastructure are possible.

Leap Seconds
In order to compensate for the divergence of UTC from solar time, leap seconds are occasionally introduced.

The UTC standard allows leap seconds to be applied at the end of any UTC month, with first preference to June
and December and second preference to March and September. As of January 2017, all of them have been
inserted at the end of either June 30 or December 31.

Insertion of each UTC leap second is usually decided about six months in advance by the International Earth
Rotation and Reference Systems Service (IERS).

ZetesConfidens NTP servers adjust for leap-seconds to maintain proper synchronisation with UTC for use by
the TSS.
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6.2.3 Limitations on usage of the service

The time-stamping service does not provide any information or assurance about nor accepts any liability for
the data which is timestamped other than the assurance that the signed hash representing said data existed at
the date and time of the timestamping operation.

6.2.4 Obligations of the subscriber

Subscribers must verify for each fresh time-stamp token that it has been correctly formatted and correctly
signed and check that the TSU certificate is valid and that the certificate expiration date fits the Subscriber’s
needs.

Subscribers must use secure cryptographic suites for time-stamping requests.
Subscribers should inform their end-users and other Relying Parties about the Time-Stamp Policy.
Subscribers should include or archive the TSU certificate status information with the object to be time stamped.

Subscribers should rely on DNS services that respect the TTL value of the A record when accessing the time-
stamp services and certificate status services.

6.2.5 Obligations of relying parties

Before placing any reliance on a time-stamp, a Relying Party must verify that the time-stamp has been correctly
signed and that the certificate used to sign the time-stamp was valid at the time indicated in the timestamp.

The Relying Party must take into account any limitations on usage of the time-stamp indicated by this Time-
Stamp Policy.

For qualified time-stamps, ETSI EN 319 421 [4] states: “The relying party is expected to use a Trusted List to
establish whether the timestamp unit and the timestamp are qualified. If the public key of the TSU is listed in
the Trusted List and the service it represents is a qualified time-stamping service, then the time-stamps issued
by this TSU can be considered as qualified.”

During the TSU certificate validity period, the status of the certificate can be checked using the relevant CRL.
ZETESCONFIDENS CA certificates, TSU certificates and the related CRLs are published at
https://crt.tsp.zetes.com and https://crl.tsp.zetes.com.

Relying parties should rely on DNS services that respect the TTL value of the A record when accessing the time-
stamp services and certificate status services.

If this verification takes place after the end of the validity period of the certificate, the Relying Party should
follow the guidance denoted in Annex D of ETSI EN 319 421 [4].

6.2.6  Verification of the timestamp

See the guidelines for verification of the timestamp in chapter 6.2.5.

6.2.7 Applicable law

Applicable Belgian law:

21 JULI 2016. - Wet tot uitvoering en aanvulling van de verordening (EU) nr. 910/2014 van het Europees
Parlement en de Raad van 23 juli 2014 betreffende de elektronische identificatie en vertrouwensdiensten voor
elektronische transacties in de interne markt en tot intrekking van Richtlijn 1999/93/EG, houdende invoeging
van titel 2 in boek XlIl "Recht van de elektronische economie" van het Wetboek van economisch recht, en
houdende invoeging van de definities eigen aan titel 2 van boek XIl en van de rechtshandhavingsbepalingen
eigen aan titel 2 van boek XII, in de boeken I, XV en XVII van het Wetboek van economisch recht

21 JUILLET 2016. - Loi mettant en ceuvre et complétant le réglement (UE) n°® 910/2014 du parlement européen
et du conseil du 23 juillet 2014 sur l'identification électronique et les services de confiance pour les transactions
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électroniques au sein du marché intérieur et abrogeant la directive 1999/93/CE, portant insertion du titre 2
dans le livre XII " Droit de I'économie électronique " du Code de droit économique et portant insertion des
définitions propres au titre 2 du livre XIl et des dispositions d'application de la loi propres au titre 2 du livre XIl,
dans les livres 1, XV et XVII du Code de droit économique

Applicable EU law:

Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic
identification and trust services for electronic transactions in the internal market and repealing Directive
1999/93/EC [9].

6.2.8 Service Availability

ZETESCONFIDENS has implemented the following measures to ensure availability of the service:

* Redundant setup of IT systems, including HSM infrastructure and Stratum-1 NTP servers, in order to avoid
single point of failures

¢ Redundant internet connections in order to avoid loss of service
¢ Use of uninterruptable power supplies

The time-stamping service is only available to customers of ZETESCONFIDENS and the service levels are
specified in an SLA contract with each customer.

6.3 Terms and conditions

The present TSA Practice Statement and Time-stamp Policy, in conjunction with the Certification
Practice Statement and Certificate Policy (CPS/CP) of the ZETES TSP CA for TSA, constitutes the main
set of terms and conditions for the provision and use of the time-stamp services.

A Relying Party can rely on all information available in the present policy and the CPS/CP. All
information is available on http://repository.tsp.zetes.com/. The Relying Party shall be deemed to
have tacitly accepted other TSP terms and conditions incorporated in the relevant public documents
such as the TSA’s CA CPS and CP upon relying on the time-stamp.

6.3.1 Trust service policy being applied

The present document represents the applied trust service policy.

6.3.2 Retention of trust service event logs

Service event logs are retained for at least three months. Logs relating to the life cycle of the TSU keys are
retained until 7 years after the certificate for the TSU key ceases to be valid due to expiration or revocation.

6.4 Information for relying parties

The relying party must:

e verify that the time-stamp token has been correctly signed and that the private key used to sign the
time-stamp has not been compromised until the time of the verification. ZETESCONFIDENS TSA
provides several ways to do so, see clause 6.2.

e take into account any limitations on the usage of the timestamp indicated by this timestamp policy

e take into account any other precautions prescribed in agreements or elsewhere
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TSA MANAGEMENT AND OPERATION

7.1 Internal organization

ZETESCONFIDENS maintains non-disclosed documentation that specifies operational controls concerning
personnel security, access controls, risk assessment...etc.

This internal documentation is audited by independent conformity assessment body to confirm compliance of
the service against ETSI TS 319 401 [2].

7.2 Personnel security

ZETESCONFIDENS follows personnel and management practices that provide reasonable assurance of the
trustworthiness and competence of the members of the staff and of the satisfactory performance of their
duties in the fields of electronic signature-related technologies.

All members of the staff operating the key management operations, administrators, security officers, system
auditors or any other operations that materially affect such operations are considered as serving in a trusted
position.

Trusted roles within ZETESCONFIDENS are activities conducted to operate, maintain, monitor, review and
communicate about trust service activities. Trusted roles are allocated to duly identified persons by the PMA.

Zetes conducts an initial investigation of all members of staff who are candidates to serve in trusted roles to
make due diligence attempt to determine their trustworthiness and competence.

7.3 Asset management

All IT systems used within the service are clearly identified, categorized and filed in an asset management
database.

Media are stored securely. Backup media are also stored in a separate location that is physically secure and
protected from fire and water damages.

7.4 Access control

ZETESCONFIDENS operates its sites involved with trust services activities according ISO 27001 requirements.
The implemented Information Security Management System includes several controls related to computer
security and a.o. :

e Firewalls to protect the internal network domain from unauthorized access and to prevent all accesses

and protocols that are not required for the operation of the TSP

e Control of sensitive data stored on “demobilized” or reusable storage device

e Local network components are kept in a secure environment and their configuration is periodically
checked

e  Use of multifactor authentication for accounts capable to issue certificates

e Enforced access control to modify disseminated information regarding Qualified Certificates. The site
for dissemination provides https protocol for read access.

e Enforced access control to modify revocation status information through a mutual SSL authentication
between the CA and the OCSP server and between CA and the CRL publication infrastructure.

e Access control, intrusion detection system and CCTV monitoring to detect, record and react upon
unauthorized physical access to its resources
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7.5 Cryptographic controls

7.5.1 General

The TSA uses service-specific private keys for the Certification Authority, OCSP responders and the Time-
Stamp Units. Private keys are generated and stored in a secure Hardware Security Module which has a
relevant security certification as specified in ETSI TS 319 421 [4].

7.5.2 TSU key generation

The generation of the TSU's signing key(s) is undertaken in a physically secured environment by personnel in
trusted roles under dual control. The personnel authorized to carry out this function is limited to those in
trusted roles authorized to do so under the TSA's practices.

The generation of the TSU's signing key(s) is carried out within a cryptographic module which is conformant
to FIPS 140-2, level 3 [11].

The TSU key generation algorithm, the resulting signing key length and signature algorithm used for signing
time-stamps key is recognized by any national supervisory body, or in accordance with existing current state
of the art, as being fit for the purposes of time-stamps as issued by the TSA.

7.5.3 TSU private key protection

For operational use the TSU's signing key(s) are secured out within a cryptographic module which is
conformant to FIPS 140-2, level 3 [11].

For backup the TSU private keys are copied, stored and recovered only by authorized personnel in trusted
roles using dual control in a physically secured environment. The personnel authorized to carry out this
function shall be limited to those requiring doing so under TSA’s practices.

7.5.4 TSU public key certificate

The TSA guarantees the integrity and authenticity of the TSU signature verification (public) keys as follows:

e  TSU signature verification (public) keys are available to relying parties in the form of a public key
certificate. The certificates are published at: https://crt.tsp.zetes.com/

e The TSU does not issue a time-stamp before its signature verification (public key) certificate is loaded
into the TSU or its cryptographic device. When obtaining a signature verification (public key)
certificate, the TSA verifies that this certificate has been correctly signed (including verification of the
certificate chain to a trusted certification authority).

7.5.5 Rekeying TSU’s key

Rekeying for a TSU means that a new key and certificate will be created for an existing TSU identifier.

TSU private signing keys are replaced before the end of their validity period, (i.e., when the algorithm or key
size is determined to be vulnerable).

The life-time of TSU's certificate is no longer than the period of time that the chosen algorithm and key length
is recognized as being fit for purpose (see clause 9.3 in TS 119 312 [6]).

Once a year or when significant changes occur, the TSA verifies all cryptographic algorithm used in the TSA
infrastructure against the algorithm recognized as suitable.

If an algorithm becomes compromised or is not suitable anymore, the PMA will instruct the TSA to rekey any
affected private keys.
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7.5.6 Life cycle management of signing cryptographic hardware
The used cryptographic hardware is inspected by trustworthy personnel in dual control during shipment and

storing.

Specifically, the hardware is checked for
a) any damages of security seals
b) any damages of the case of the hardware (e.g. scratches, bumps...)
c) any damages of the packing of the hardware

Additionally, the following applies:

d) The Installation and activation of TSU's signing keys in cryptographic hardware is done only by
personnel in trusted roles using, at least, dual control in a physically secured environment.

e) TSU private signing keys stored on TSU cryptographic module are erased upon device retirement in
a way that it is practically impossible to recover them.

7.5.7 End of TSU key life cycle

TSU private keys will not be used beyond the validity of the corresponding certificate. After expiration of the
private keys, the private keys within the cryptographic hardware are destroyed in a manner such that the
private keys cannot be retrieved or used anymore.

7.6 Timestamping and Clock synchronization with UCT

The ZETESCONFIDENS time-stamping service issues Time-stamps conform to the time-stamp profile as defined
in ETSI EN 319 422 [5].

The TSA time servers are synchronized with UTC [1]. In the case the TSA clock’s accuracy cannot be
maintained, no timestamp will be issued until re-synchronization of the clock.

Audit and calibration records are maintained. Clock synchronization is maintained when a leap second occurs
as notified by the appropriate body.

See chapter 6.2.2 for additional information.

7.7 Physical and environmental security

ZETESCONFIDENS has established physical security measures and environmental controls commensurate with
the value and critical nature of the assets they apply to. Physical and environmental security is aimed to
prevent, deter, detect and delay unauthorized access, loss, theft, damage, compromise, interferences and
interruption to business activities.

ZETESCONFIDENS facilities are organized, partitioned and segregated into distinct areas with specific physical
security measures according the type and sensitivity of assets and the operations conducted.

The sites hosting the services implement proper security controls, including access control, intrusion detection
and CCTV. Access to the sites is limited to authorized personnel.

The secure premises within these sites are located in an area appropriate for high-security operations. These
premises feature numbered zones and locked rooms, cages, safes, and cabinets.

Physical access is restricted by implementing mechanisms to control access from one area of the facility to
another or access into high-security zones such as locating operations in a secure computer room physically
monitored and supported by security alarms and requiring movement from zone to zone to be accomplished
using a token and access control lists.
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Power and air conditioning operate with a high degree of redundancy.
Premises are protected from any water damages.
Prevention and protection as well as measures against fire exposures are implemented.

To prevent unwanted disclosure of sensitive data, waste is disposed of in a secure manner.

7.8 Operation security

ZETESCONFIDENS ensures that all components of the TSA infrastructure are secure and correctly operated.
Operational risks and security risks are mitigated as best as possible.

The operational procedures and security practices meet the requirements laid down in ETSI EN 319 421 [4].

Capacity management is done on a regular basis to evaluate the infrastructure’s capacity and performance
based on the monitoring figures and new business perspectives.

7.9 Network security

ZETESCONFIDENS ensures the maintenance of a high-level network of systems security including firewalls.
Network intrusions are monitored and detected.

The network segment for the TSU servers
e s protected by a dedicated firewall,
e s protected by the general firewalls and intrusion detection system of the ZETES secure facility
e s segregated from other internal network segments and uses dedicated network equipment.

Not needed connections and services are explicitly forbidden, blocked or deactivated.

A description of the network security controls is available in internal confidential documents of
ZETESCONFIDENS and/or Zetes.

Network security is verified by means of regular vulnerability scans and penetration tests. A record is
maintained as evidence that each vulnerability scan was performed by a person or entity with the skills, tools,
proficiency, code of ethics, and independence necessary to provide a reliable report.

7.10 Incident management

ZETESCONFIDENS defined an incident management procedure for incident reporting and incident handling.

These procedures are established to ensure a quick, effective and orderly response to (information) security
incidents providing knowledge to reduce the likelihood and impact of recurring incident. Incident records and
gained knowledge are reviewed during the risk assessment exercise and participate from the risk management
procedure.

7.11 Collection of evidence

ZETESCONFIDENS records all relevant information regarding the operations as a TSA for a defined period. This
information can be made available to external parties for the purpose of legal proceedings under condition of
approval by the PMA.

7.12 Business continuity management

ZETESCONFIDENS establishes the necessary measures for full and automatic recovery of the on-line services in
case of a disaster or of corrupted servers, software or data.
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Continuity of the TSA services is ensured by maintaining independent TSUs in at least two separate sites and
by also providing continuity of operations for the CA and VA (see the CPS and CP of the CA for more information)

Depending on the cause of the disaster and their effects, the PMA will assess the measures to be taken
regarding
e the protection of sensitive resources and information on the disabled site

e the need to revoke certificates impacted by the disaster (as the protection of disabled site cannot be
ensured)

e the setup of a new site

A Business Continuity Plan has been implemented to ensure business continuity following a natural or other
disaster and is available as a separate internal document.

7.13 TSA termination and termination plans

ZETESCONFIDENS maintains a Termination Plan that covers the procedures in case of termination of TSA
services. ZETESCONDIENS will make a best effort to minimize the impact for Subscribers and Relying Parties.

The following is a summary of the minimum procedures that are applicable in such a case.

In the context of a scheduled termination:
e Cessation of the issuance of any new time-stamp

e Termination notification to the Belgian Supervisory Body and to the Subscribers within 3 months and
no later than 2 months before the effective termination

e Preservation and transfer of auditing and archival records to the arranged custodian

e Revocation of unexpired and unrevoked TSU Certificates

e  Creation of a last CRL

e Decommissioning of the TSU keys

e  Possible cessation of the OCSP service for the TSU certificates

In the context of an unscheduled termination:
As far as it is possible, the plan for expected termination as described in section above will be followed with the
following potential significant differences:

e Shorter or even no delay for the notification of the interested parties
e Shorter or no delay for the revocation of certificates

7.14 Conformance

For qualified time-stamps conformance to the present policy is audited and testified by a duly recognized
Conformity Assessment Body as defined in EU Regulation No 910/2014 [9] and ETSI EN 319 403 [3].
ZETESCONFIDENS is supervised by the Belgian Ministry for Economy, SMEs, the Self-employed, Energy - Quality
and Safety, the Belgian Supervisory Body and listed in the Belgian Trusted List of Qualified TSP issuing Qualified
electronic Time-stamps.

Relying parties can use the Trusted List to establish whether the timestamp unit and the timestamp are
qualified. If the public key of the TSU is listed in the Trusted List and the service it represents is a qualified time-
stamping service, then the time-stamps issued by this TSU can be considered as qualified.”
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TIME-STAMP TOKENS AND CERTIFICATES

8.1 TSU time-stamp token profiles

Profile for qualified time-stamp tokens:

e standard RFC 3161 and RFC 5816 format
e qcStatements in RFC 3739 format: esi4-gtstStatement-1

Profile for non-qualified time-stamp tokens:

e standard RFC 3161 and RFC 5816 format

8.2 TSU public key certificates

TSU Active Common Name Validity Key Serial Number

TSU1 A ZETES TSP RSA Qualified TSU1 12/07/2019 - 12/07/2025 RSA3072 14:81:32:A1:6A:CD:84:B8

TSU2 A ZETES TSP RSA Qualified TSU2 12/07/2019 — 12/07/2025 RSA3072 1E:56:CD:74:24:2F:6E:70

TSU3 - ZETES TSP EC Qualified TSU3 16/05/18-13/05/30 ECC256 3B:2D:48:07:68:95:D3:9D
revoked 12/07/2019

TSU4 - ZETES TSP EC Qualified TSU4 16/05/18-13/05/30 ECC256 7D:BF:1C:7F:E9:83:90:B5
revoked 12/07/2019

TSUS - ZETES TSP RSA TSUS 16/05/18-14/05/24 RSA3072 25:45:01:D5:CE:7A:F4:63
revoked 12/07/2019

TSU6 - ZETES TSP RSA TSU6 16/05/18-14/05/24 RSA3072 6E:AF:D7:1E:5D:EF:99:50
revoked 12/07/2019

TSU7 - ZETES TSP EC TSU7 16/05/18-13/05/30 ECC256 34:A2:7C:04:14:FB:23:C1
revoked 12/07/2019

TSU8 - ZETES TSP EC TSU8 16/05/18-13/05/30 ECC256 0D:13:C8:6E:1E:2A:C5:56
revoked 12/07/2019

TSU9 A ZetesConfidens RSA Qualified TSU9 12/07/2019 - 12/07/2022 RSA2048 1D:C8:F3:C3:43:D4:47:F9

TSU10 A ZetesConfidens RSA Qualified TSU10 12/07/2019 —12/07/2022 RSA2048 59:C5:4C:A5:FC:6E:F5:89

TSU11 A ZetesConfidens EC Qualified TSU11 12/07/2019 — 12/07/2025 ECC256 02:CF:13:87:C6:2C:85:BC

TSU12 A ZetesConfidens EC Qualified TSU12 12/07/2019 - 12/07/2025 ECC256 5A:C7:28:39:EC:DE:AE:05

TSU13 A ZetesConfidens RSA TSU13 12/07/2019 —12/07/2022 RSA2048 46:97:BE:E8:42:72:7F:BO

TSU14 A ZetesConfidens RSA TSU14 12/07/2019 —12/07/2022 RSA2048 69:D8:11:E7:E1:A2:B5:1B

TSU15 - ZetesConfidens EC TSU15 22/01/2019-20/01/2025 ECC256 2F:F7:15:65:BE:21:B5:A0
revoked 12/07/2019

TSU16 - ZetesConfidens EC TSU16 22/01/2019-20/01/2025 ECC256 56:8B:16:BC:77:ED:91:3A
revoked 12/07/2019
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8.2.1 ZETES TSP RSA Qualified TSU1

Certificate:

Data:
Version:
Serial Number:
14:81:32:al:6a:cd:84:b8

Signature Algorithm:
el:
b3:
ds:
c9:
4d:
fc:
6d:
Se:
a7:

Signature Algorithm:
Issuer:

C

Validity
Not Before:
Not After

Subject:
Subject Public Key Info:

89:
49:
e2:
fe:
b5:
2e:
7f:
db:
1b:

Public Key Algorithm:

3

C

(0x2)

BE,

BE

(0]

= ZETES SA

sha256WithRSAEncryption
(VATBE-0408425626), serialNumber = 001, CN = ZETES TSP CA FOR TSA 001

Jul 12 07:19:43 2019 GMT
Jul 12 07:19:43 2025 GMT
= ZETES SA

, O

RSA Public-Key:
Modulus:

00
22:
c3
bc:
d6:
84:
Oc:
47:
83:
de:
45:
ce:
32:
S5b:
fd:
2d:

:b5:

70:

:be:

d2:
c9:
6b:
£7:

:14:

Exponent:
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3

6

D

X509v3

X509v3

29:ea:
Ta:5f:
56:05:
a7:d9:

(30

5d:
3f:
Oc
£5:

:£5:
:15:
:bb:
:93:
:bb:
tbd:
:17:
:18:
:fe:
:64:
:02:
tee:
:cO:
rac:
:cl:
:2a:
:12:
:c9:
:bd:

:1d:

72

8e:
c2:

:b4d:

dc:
c5:

6a:

(VA

bit

6f:
69:
ec:
31:
54:
c5:
b4d:

8a:

(0x10001)

TBE-0408425626), CN = ZETES TSP RSA Qualified TSUl

rsaEncryption

)

69:7a:4e:a3:26:7d:e5:01:
a6:5c:fa:28:7e:e8:4e:6e:
20:de:bd:e7:55:41:2d:8b:
88:ff:62:cb:33:d6:82:f4:
94:65:56:da:84:41:a9:5c:
70:2a:47:1£:06:da:e2:£0:
7c:0b:a2:6e:d9:c2:c7:d8:
6a:ab5:a5:ae:49:89:bf:d8:
21:0d:43:dl:a8:e3:65:dd:
69:36:6d:0d:05:e2:b8:86:
cb:8e:ae:79:68:b8:bc:3e:
5d:ac:b4:17:8a:03:50:60:

Subject Key Identifier:
:C0:73:6E:09:ED:C6:6B:8F:D1:E1:1C:FD:92:F1:33:DD:7D:5A:30
Basic Constraints:
CA:FALSE
Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

gcStatements:

070

Policy:

cri

tical

F..0!0...https://pds.tsp.zetes.com. .en
X509v3 Certificate Policies:
1.3.6.1.4.1.47718.2.1.2.50

CPS: https://repository.tsp.zetes.com
User Notice:
Explicit Text:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOl.crl

X509v3 Key Usage:
Digital Signature
X509v3 Extended Key Usage:
Time Stamping

a8:
03:
85:
46:
cd:
77:
46:
2c:
db:

Tc:
3d:
40:

:12:
:99:
:c3:
:b3:
:56:
:a9:
164
:2b:
41

23:
30:
3e:

critical

12

:dO:
:0e:
rel:
:95:

122

HeW
:6b:

cr

4d:
:73:
fd:
9c:
97:
3e:
:b7:
31:
8b:

itical

sha256WithRSAEncryption
4a:4c:aa:
c6:
91:
:fb:
t4d:
:e3:
47
:61:
:0f:

30:ff:4d:1e:f6:73:ef:
2£:99:£8:00:a3:e5:b0:

dc:11l:ed4:c2:24:54:be:
Sb:c9:ef:fc:e8:bd:8e:

12:a2:e1:34:05:81:11:
17:b3:78:ee:ed:a2:8c:
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42:28:83:c2:dd:09:ba:f2:ef:ae:£4:86:4d:16:79:75:c£:00:
bl:11:4e:31:4c:20:46:90:38:b1:c6:5d:55:¢9:19:68:91:7c:
d6:69:40:a5:36:c8:a29:6d:39:ab:09:e3:f6:cd:ea:e2:4a:el:

7€:90:02:1£:81:21:0c:cf:ad:fe:13:41:07:77:b5:f4:3a:ce:
bb:38:a3:2d:b7:bc:cl:32:b6:5b:7b:04:2f:93:ac:cc:cé4:a9:

fO:be:6a:£fd:73:83:52:cb:a3:44:c4:5a:¢c4:3d:64:01:7b:37:
57:16:ce:09:b4:2d:fd:7e:21:¢c3:76:41:8c:2b:e9:6a:d5:al:
de:72:4d:al:8e:d8:b7:df:bf:74:43:51:94:4d:f0:ab:7e:c0:
2f:9d:42:£f0:a4:b3:d8:90:39:da:16:c5:e2:¢c7:09:09:57:af:
b3:e9:32:0b:9%a:d%:1e:da:1b:59:dd:7£:8d:58:fb:£3:07:3a:
78:5c:£3:5a:ba:50:26:d0:75:7c:d2:3c:ee:28:9e:a0:ad:e4:

ab:08:bb:84:3f:45:12:fd:a2:¢c2:11:6£:4f:04:b7:9%a:aa:4f:
fc:bb:e9:75:9a:29:0a:b4:6f:e0:85:16:05:44:84:6a:5b:ea:
a9:fe:ff:13:bc:d5:e0:ea:a0:54:13:7b:78:ab:78:b0:6c:31:
f6:8l:ad:ce:ba:£f4:30:4d:4f:13:b2:1e:b2:a7:82:56:ca:a9:
01:a3:d3:09:df:£2:e9:35:70:18:16:53:3a:c8:4e:6b:£3:£3:
cf:£2:69:1c:bd:ca:ff:43

MITIHOzCCBSOgAWIBAGIIFIEyoWrNhLgwDQYJKoZIhvcNAQELBQAwWZDELMAKGALIUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI1IN]GI2KTEMMAOG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN
MTkwNzEyMDcxOTQzWhcNM]jUwNzEyMDcxOTQzW]jBaMQswCQYDVQQGEWJCRTEKMCIG
A1UECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOM] U2M3 YpMSUwIwYDVQQODDBxaRVRE
UyBUUlAgUINBIFF1YWxpZml1lZCBUUlUxXMIIBojANBgkghkiGOwOBAQEFAAOCAY8A
MIIBigKCAYEAtSngXY5vaXpOoyZ95QEicHpfP8Jpplz6KH70Tm7Dv1alDLTsINGY
51VBLYu80gqfZ9dwxiP9iyzPWgvTWyewa9cVU1GVIW20RBqVyEaxVZxRXFcCpHHwba
4vAM90PFgbuOfAuibtnCx9hHwlXCEeKTagWlrkmJv9iDX1uU05+7IQ1D0ajjzd3e
af2ws1G9aTZtDOXiuIZF1H3xh10Xy46ueWi4vD708e0acmQYXay0F40DUGAyHmr4
RGD+6/ut19bRWr9botWwIvVKELICHrP1IxfX9VO22KGUCUpWMFOskvgEtG1Bcjlzu
BHgwhYugYZXI9%+pX96jAueXcO0SkBADJIFUZA4ANCsEP/zj8wtv+Z27CIZiZWEB4zvP
OhnEYVLOdHvsnVUgoaSo3hHKC572507 tw5AS7gdRaRf f1Mu+cXwsOPfJURt1kcEU
Hdzi9xvIXE69MaRA143bMMT f9bjxVZuGCHNGBuzyIfbsguRNfdyw2D/1iPLTdrl15d
FKYCHWgKaYH1AgMBAAG)ggJ5MIICATBWBggrBgEFBQCBAQRKMGIWOQY IKwYBBQUH
MAKGLWhOdHA6LyYy9jcnQudHNwLNnpldGVzLmNvbS9aRVRFUIRTUFRTQUNBMDAXLmNyY
dDA1BggrBgEFBQcwAYYZaHROcDovL297c3AudHNwLnpldGVzLmNvbTAABgNVHQ4E
FgQUbcBzbgntxmuPOeEc/ZLxM91 9Wj AwDAYDVROTAQH /BATwADA FBgNVHSMEGDAW
gBQtUUtJ24QtsEOr6AU4U6n1vh+3RTBFBggrBgEFBQCcBAWQS5MDcwCAYGBACORGEB
MCsGBgQAjkYBBTAhMB8WGWhOdHBz018vcGRzLNRzcC56ZXR1cy5jb20TAmMVuUMIIB
AgYDVROGBIH6MIH3MIHOBgwrBgEEAYLOZgIBAT IwgeMwLAY IKwYBBQUHAGEWIGhO
dHBz018vcmVwb3NpdG9yeS50c3AuemvV0zZXMuY29tMIGyBggrBgEFBQcCAJCBpR6B
0gBaAEUAVABFAFMAIABUAFMAUAAGAFEAdQOBhAGWAaQOBMAGKAZQBKACAAYWB1AHIA
dABpAGYAaQBjAGEAJABIACAAZgBVAHIATIABOAGkKADLOBIACOACWBOAGEADLOBWAGKA
bgBnACAAYWBVAGOACABSAGKAYQBUAHQAIAB3AGKAdABOACAARQBUAFMASQAGAFQA
UwAgADMAMQASACAANAAYADEALJA+BgNVHR8ENzAIMDOgMaAvhilodHRwO18vY3Js
LnRzcC56ZXR1cy5jb20viWkVURVNUU1BUUOFDQTAWMS 5 jcmwwDgYDVROPAQH/BAQD
AgeAMBYGA1UdJQEB/wWQMMAOGCCSGAQUFBWMIMAOGCSgGSIb3DQEBCWUAA4ICAQCT
4ah8ehIjSkyqTalrWimGFbFJIswMIXJkwxpcSczD/TR72¢c+/12IVAKCM+kbHQ/S+Z
+ACj5bD+yUZeg7PE+XEONAFSI+wWDHO1TcOEC1YwTYbhl 9wR5MIkVL4u/Hec3Ygko
46eVP1vJ7/zovY5/bUbR6WQURywit2sHgTGL] fbbXizfwyslYc7HMRKi4TQFgREDL
p9tmpUH7D3xrixeze07kooxCKIPC30m68u+u9IZNFnllzwCxEU4xTCBGkDixx11V
yR1okXzWaUCINsipbTmrCeP2x0riSuGr9/graM6TKoJhHs f4MrCRhPA+kAIfgSEM
z6T+EOEHA7X00s670KMtt7zBMrzZbewQvk6zMxKmBrMUM91RDgg5N18g8TKKMsCjw
vmr 9c4NSy6NEXFrEPWQBezdXFs4JtC39fiHDdkGMK+1glaHeck2hjti33790Q1GU
TfCrfsAvnULwpLPYmznaFsXixwkJV6+z6TILmtke2htZ3X+NWPvzBzp4XPNaulAm
0HV80jzuKJ6greR1JaGpnSxp/meU9GFXczxjDo2rCLUEPOUS/aLCEWIPBLeagk/8
u+1llmikKtG/ghRalRIRqW+gp/v8TvNXg6gBUE3t4g3iwbDH2ga30uvQwTU8Tsh6y
p4JWygkBo9053/LpNXAYF1IM6yES5r8/PP8mkcver/Quw==

1.3 2019 - Zetes — All Rights Reserved

p. 24



ZetesConfidens

TSA PRACTICE STATEMENT AND TIME-STAMP POLICY

8.2.2 ZETES TSP RSA Qualified TSU2

Certificate:
Data:
Version: 3

Issuer: C
Validity

(0x2)

Serial Number:
le:56:cd:74:24:2f:6e:70

Signature Algorithm:

BE,

Not Before:
Not After

Subject: C

Public Key Algorithm:

BE

(0]

sha256WithRSAEncryption
= ZETES SA (VAT

BE-0408425626), serialNumber = 001, CN = ZETES TSP CA FOR TSA 001

Jul 12 07:24:47 2019 GMT
Jul 12 07:24:47 2025 GMT
ZETES SA (VA
Subject Public Key Info:

, O

RSA Public-Key:
Modulus:

00:
63:
f0:

£7:

e5:
46:
15:

:9c:
:92:
:8f:
1c6:
144
re7:
:19:
:90:
:6d:
:cf:
:ag:
:64:
tbe:
:e0:
:06:
:3d:
:la:
:69:
:94:
:71:
:3c:
:d7:

ee:

Exponent:
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3

A5:

X509v3

CA:

X509v3

67:
ed
cc:
79:

24:

:ba:

81:
lc:

s6d:
:7a:
:2d:
fl:
12a:
rab:
:92:
:c8:
162
:d8:
:f2:
:3c:

(30

ica:

(0x

72 bit

:71:22:
:9a:da:
:£7:85:
:1£:19
:90:bb:
:c3:ee:
ra2:c3:
:cd:7b:6e:06:4e:72:d9:4c:
:28:9a:fe:0b:6c:d5:4c:11:
:bl:6£:¢c3:65:d5:12:26:b9:
:aB8:93:46:da:1b:92:ec:ab5:
:23:5e:90:a8:¢5:92:aa:70:
:9f:68:£3:66:c3:df:74:0a:

59:d2:
10001)

TBE-0408425626), CN = ZETES TSP RSA Qualified TSU2

rsaEncryption

)

Oe:6b:f3:c3:f1:f1:7b:e3:
8f:74:cb:bc:90:d2:a4:7b:
18:05:26:93:1d:d3:34:92:

:b0:ba:cb:28:62:a5:ad:c0:

0d:ba:43:28:38:86:4b:9%b:
fa:46:cd:ad4:92:a9:7e:14:
d4:be:61:27:2a:8c:de:22:

Subject Key Identifier:

Basic Constraints: cri

FALSE

64:90:F1:BC:8F:CC:FF:D7:D9:24:BD:FB:84:04:4D:B0:AB:D2:71

tical

Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

gcStatements:

07

O..... F..

F..0!0

X509v3 Certificate Policies:
1.3.6.1.4.1.47718.2.1.2.50

Policy:

...https://pds.tsp.zetes.com..en

CPS: https://repository.tsp.zetes.com
User Notice:
Explicit Text:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOl.crl

X509v3 Key Usage:
Digital Signature
X509v3 Extended Key Usage: cr
Time Stamping

Signature Algorithm:
74:
bf:
:ba:
ff:
:d8:
:cb:
:43:
HYAoH
:0b:

0b:87:f0:
b4:33:bb:

:4d:
:2e:
:11:
:a8:
:fl:
:47:
:c8:
:5b:

165

df:
2a:
47
dd:
87:
c4:
£9:
a4:
tbe:

critical

ds:

8f:
:61:
tda:
:fa:
41
rae:
:86:
:56:
re’:

itical

sha256WithRSAEncryption
6d:74:
b3:da:
07:6d:
42:4a:
do:£8:
4e:da:
b4:60:
44:a0:
1b:6e:

4d:cl:a3:a5:87:6b:c7:
c8:b6:ee:dd:6b:e8:4c:
54:cc:67:e6:aa:4a:c6:
la:0a:88:ca:69:08:95:
81:49:c2:d5:16:7c:£2:
5d:d9:06:61:0£:8d:78:
bf:a2:29:da:ef:ce:3c:
23:5e:2d:32:4c:7b:eb:
0c:9d:0e:6f:c2:c5:b0:
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38:08:87:94:20:d1l:bf:3a:d2:aa:5a:bd:3a:9f:bd:d5:17:88:
34:cd:00:3a:28:ea:3£:99:05:3:91:71:04:e9:90:9b:68:c0:
30:52:ba:a7:a4:1b:a2:bf:32:bf:c7:06:e5:53:9b:d4:c9:40:
14:48:08:dc:3c:65:09:8£:14:41:¢9:33:3b:20:79:a20:05:£5:
83:69:94:6c:ef:cf:84:28:0£:£3:99:c6:2e:61:9d:5f:bc:57:
ba:5f:ad:db:ac:8c:0b:76:2a:0e:e4:6a:05:4b:ea:b5:85:fa:
36:bb:de:a8:cl:fc:70:4c:dd:9b:4f:4d:74:bb:ae:22:ce:£8:
d6:4a:38:eb:ca:79:81:d9:9a:99:27:8a:ec:58:33:12:3d:87:
b3:b3:ae:b9:dl:af:c9:a6:26:8d:53:a8:4£:88:5d:1a:91:a2:
d6:42:70:3£:03:ba:39:ba:c8:8b:86:18:6e:44:ae:d2:22:e0:
c3:82:3a:92:08:01:ba:0b:e9:5d:53:43:33:a4:02:b9:6f:1e:
a0:41:10:1e:94:74:68:4d:03:d3:02:03:4a:d9:81:28:31:dc:
75:41:35:cd:d4:dd:e0:21:¢c6:¢c6:00:88:02:0d:b6:a5:52:e2:
£8:83:ad:2d:£8:61:fa:14:b5:b5:50:36:19:20:ec:02:fa:50:
20:00:b9:b3:9a:93:8a:46:2e:6d:b0:7d:bf:cd:c3:ec:33:44:
£f7:a0:e2:3f:aa:87:£7:a4:90:be:7f:6a:dd:52:¢c2:10:b7:16:
86:55:40:42:a3:59:c3:ed:7b:5e:9e:dd:04:9e:19:6e:8f:£f4:
76:43:57:ce:eb:83:c£:95:98:46:76:16:61:e4:e9:e5:3e:91:
66:68:e8:50:53:2c:b0:dc:0b:36:b8:bb:db:5a:d1:33:66:7a:
fa:0a:5c:00:bd:af:9b:bf

MITIHOzCCBSOgAwWIBAgIIH1bNACQvbnAwDQYJKoZIhvcNAQELBQAWZDELMAKGALIUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI1IN]GI2KTEMMAOG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN
MTkwNzEyMDcyNDQ3WhcNMj UwNzEyMDcyNDQ3WiBaMQOswCQYDVQQGEwWJCRTEKMCIG
A1UECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOM] U2M3 YpMSUwIwYDVQQODDBxaRVRE]j2bVGGZ3gekldCkeP3
71JWylnS3rndAgMBAAG]ggJSMIICATBWBggrBgEFBQCBAQRKMGIWOQY IKwYBBQUH
MAKGLWhOdHA6LyYy9jcnQudHNwLNnpldGVzLmNvbS9aRVRFUIRTUFRTQUNBMDAXLmNyY
dDA1BggrBgEFBQcwAYYZaHROcDovL297c3AudHNwLnpldGVzLmNvbTAABgNVHQ4E
FgQUpWSQ8byPzP/X2SS9+4QETbCrOnEwDAYDVROTAQH/BAIwWADAfBgNVHSMEGDAW
gBQtUUtJ24QtsEOr6AU4U6n1vh+3RTBFBggrBgEFBQCcBAWQS5MDcwCAYGBACORGEB
MCsGBgQAjkYBBTAhMB8WGWhOdHBz018vcGRzLNRzcC56ZXR1cy5jb20TAmMVuUMIIB
AgYDVROGBIH6MIH3MIHOBgwrBgEEAYLOZgIBAT IwgeMwLAY IKwYBBQUHAGEWIGhO
dHBz018vcmVwb3NpdG9yeS50c3AuemvV0zZXMuY29tMIGyBggrBgEFBQcCAJCBpR6B
0gBaAEUAVABFAFMAIABUAFMAUAAGAFEAdQOBhAGWAaQOBMAGKAZQBKACAAYWB1AHIA
dABpAGYAaQBjAGEAJABIACAAZgBVAHIATIABOAGkKADLOBIACOACWBOAGEADLOBWAGKA
bgBnACAAYWBVAGOACABSAGKAYQBUAHQAIAB3AGKAdABOACAARQBUAFMASQAGAFQA
UwAgADMAMQASACAANAAYADEALJA+BgNVHR8ENzAIMDOgMaAvhilodHRwO18vY3Js
LnRzcC56ZXR1cy5jb20viWkVURVNUU1BUUOFDQTAWMS 5 jcmwwDgYDVROPAQH/BAQD
AgeAMBYGA1UdJQEB/wQMMAOGCCsGAQUFBWMIMAOGCSgGSIb3DQEBCWUAA4ICAQAL
h/B00Ok3f2I9tdE3Bo6WHa8e0M7u/gy4qxiGz2si27t1r6EzXUr+6CBFHKkEOHDVTM
Z+agSsYS9LD/KajdaPpCShoKiMppudXrvj3YS/GHMUHZ+IFJwtUWEPLB4ACnL7EfE
N650213ZBmEPjXhaEIFDE8)504a0YL+iKdrvzjwD0g57MVukdVZEoCNeLTJMe+U6
EBILF2W85ecbbgydDm/CxbA4CIeUING/OtKgWr06n73VF4g0zQA6KO0/mQX]kXEE
6ZubaMAwUrgqnpBuivzK/xwblU5vUyUAUSA]cPGUJJxRByTM7 IHmgBfWDazZRs78+E
KA/zmcYuYZz1£fvFe6X63brIwLdioO5GoFS+glhfo2u96owfxwIN2bT010u64izviw
S3jrynmB2ZqZJ4rsWDMSPYezs6650a/JpiaNU6hPiFOakalWQnA/A705usilhhhu
RK7STIuDDgjgSCAG6C+1dUOMzpAKSbx6gQRAe 1 HROTOPTArNK2 YEOMdx1QTXNIN3g
IcbGAIgCDbalUul4g60t+GH6FLW1UDYZIOWC+1AgALmzmpOKRi5tsH2/zcPsMOT3
00I/qof3pJC+£2rdUsIQtxaGVUBColnD7Xtent0Enhluj/R2Q1£064PP1Z2hGdhzh
50n1PpFmaOhQUyyw3As2ulLvbWtEzZnr6ClwAvatbvw==
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8.2.3 ZETES TSP EC Qualified TSU3

Certificate:

Data:

Version: 3 (0x2)
Serial Number:

3b:2d:48:07:68:95:d3:9d

Signature Algorithm: sha256WithRSAEncryption
Issuer: C=BE, O=ZETES SA (VATBE-0408425626)/serialNumber=001, CN=ZETES TSP CA FOR TSA 001
Validity

Not Before: May 16 10:19:03 2018 GMT
Not After : May 13 10:19:03 2030 GMT

Subject: C=BE, O=ZETES SA (VATBE-0408425626), CN=ZETES TSP EC Qualified TSU3
Subject Public Key Info:

Public Key Algorithm: id-ecPublicKey

Public-Key: (256 bit)

pub:
04:d1:£1:89:64:6c:91:89:3e:87:4d:74:f0:ce:12:
fc:96:e4:6f:98:1e:dc:37:1b:e6:17:1d:02:a2:02:
£7:34:27:69:02:63:95:bb:43:d4:8d:09:81:70:d8:
31:3c:be:d5:b5:04:££:d2:56:2e:02:ca:13:bd:2c:
89:£d:59:04:0e

ASN1 OID: prime256vl

NIST CURVE: P-256

X509v3 extensions:

Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3 Subject Key Identifier:
FE:A8:6A:0E:97:91:94:19:6A:6E:6C:74:B8:30:19:00:81:B4:4E:57

X509v3 Basic Constraints: critical
CA:FALSE

X509v3 Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

gcStatements:
070...... F..0+..... F..0!0...https://pds.tsp.zetes.com. .en
X509v3 Certificate Policies:
Policy: 1.3.6.1.4.47718.2.1.2.50
CPS: https://repository.tsp.zetes.com
User Notice:
Explicit Text:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOl.crl

X509v3 Key Usage: critical
Digital Signature

X509v3 Extended Key Usage: critical
Time Stamping

Signature Algorithm: sha256WithRSAEncryption

87:
6c:
:eb:aB8:64:4e:ba:ab:9f:35:14:5¢c:d3:dd:e7:59:2d:e2:db:
:7d:23:bb:52:5e:8c:el1:36:83:56:11:0c:d9:b5:d7:3d:36:
:4b:52:¢c8:d8:a7:82:84:25:18:4e:18:5b:£fd:9e:04:d3:b9:
:ef:30:a8:b8:05:3a:a2:d8:57:7a:¢c3:54:e9:b1:65:e9:ed:
:4b:10:cc:11:38:ea:a4:32:6¢c:71:ee:4b:c4:53:11:db:56:
:99:61:ef:37:64:40:02:fe:82:ee:8e:fe:25:18:61:0b:cb:
:56:d4:13:a7:63:be:ab:be:a6:53:47:b4d:5a:5a:74:59:7a:
:20:5d:b6:£9:91:17:be:eb:le:7c:31:14:9£:27:eb:d9:96:
:7b:8c:5c:00:1a:71:89:e2:78:83:£3:9b:08:54:de:48:6d:
ee:el:b0:4c:61:48:4d:db:a4:d6:4d:c0:61:5f:72:2c:1c:
:cl:50:a0:82:8c:78:el:e3:7a:82:84:3c:38:d9:94:8c:b0:
:e8:77:55:ee:97:16:e9:1a:d6:93:85:ab:16:63:09:9b:0f:
:b8:aa:e5:26:19:76:37:03:a0:18:70:77:29:1a:4a:86:bb:
:a6:69:51:£0:43:¢c2:55:9a:b0:c5:eb:1e:93:28:42:c9:b7:
:72:8e:1b:40:06:fe:9f:d6:fb:a7:68:e9:6f:8f:3e:9c:a9:
:42:16:44:ab:28:81:e8:10:04:33:30:cc:82:ea:d6:53:a5:
:75:e3:56:fc:bl:b0:9%:1b:96:6c:55:bb:db:bf:74:64:92:
:32:7e:4e:02:b7:e3:13:14:9e:6e:£7:81:00:9%9a:2b:91:bf:
:88:2c:38:ef:52:6e:3e:9a:36:bc:78:2c:6e:1d:£5:b2:86:
:25:e5:7a:07:2a:09:44:3b:e2:5£:28:60:29:08:44:8a:94:
:82:25:9c:a2:al:fl:el:6a:3b:77:22:00:52:98:e3:81:cd:
:02:22:65:79:ce:a7:75:68:1a:65:d5:70:d8:4£:53:d7:3c:
:43:ca:50:fe:75:92:85:48:5£:09:95:43:69:fe:18:54:¢c6:
:53:10:cf:b3:el:5f:cc:79:£9:c3:£2:01:9¢c:5£:0d:00:90:
:3b:ac:0b:17:75:db:b6:2c:ae:8b:83:8c:47:ce:2b:0c:11:
:34:eb:£2:05:d3:d5:8£:08:34:1f:43:e6:86:6a:63:18:b3:
:9£:96:82:08:76:68:42

71l:c3:ef:cc:40:77:9e:22:3d:84:e2:c9:c8:56:46:0a:64:
6c:88:03:ed:2d:10:76:56:26:5a:ab:£9:d9:14:4b:£9:56:
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MIIF7jCCASagAwIBAgIIOylIB2iV050wDQYJKoZIhvcNAQELBQAWZDELMAKGALIUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI1IN]G I2KTEMMAOG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUU1AgQOEgRk9SIFRTQSAwWMDEwWHhCN
MTgwNTE2MTAXOTAzWhcNMzAWNTE zMTAXOTAZWIBZMQOswCQYDVQQGEwWJCRTEKMCIG
AlUECGwbWkVURVMgUOEGKFZBVEJFLTAOMDGOM] U2MJ YpMSQwIgYDVQODDBtaRVRE
UyBUU1AGRUMgUXVhbG1lmaWvkIFRTVTMWWTATBgcqhkjOPQIBBggghkjOPQMBBWNC
AATR8Y1kbJGJIPodNdPDOEVYW5G+YHtw3G+YXHQKiAvc052myY5W7Q9SNCYFw2DES8
VtW1BP/SVi4CyhOOLIn9WQQ004ICeDCCANQwcAYIKwYBBQUHAQEEZDBiMDkGCCsG
AQUFBzAChilodHRwOi8vY3J0LnRzcC56ZXR1cy5jb20vIWkVURVNUU1BUUOFDQTAW
MS57jcnQwJQYIKwYBBQUHMAGGGWhOdHAG6LY9VY3NwWLNRzcC56ZXR1cy5jb20wHQYD
VROOBBYEFP60ag6XkzQZam5sdLgwGQCBtESXMAWGAIUJEWEB/wQCMAAWHWYDVROJ
BBgwWFOAULVFLSAuELbBNK+gFOFOp5b4 ft OUWRQY IKwYBBQUHAQMEOTA3MAGGBgQA
JkYBATArBgYEAISGAQUWITAfFhlodHRwczovL3Bkcy50c3AuemV0ZXMuY29tEwJl
bjCCAQEGALIUdIASB+TCBIjCB8wYLKWYBBILOZgIBA] IwgeMwLAY IKwYBBQUHAQGEW
IGh0dHBz018vcmVwb3NpdG9yeS50c3AuemV0zZXMuY29tMIGyBggrBgEFBQCcCAJCB
PR6BogBaAEUAVABFAFMAIABUAFMAUAAGAFEAdQBhAGWAAQOBmMAGKAZQBKACAAYWB1
AHIAJABPpAGYAaQBjAGEAJABLACAAZGBVAHIAIABOAGKADQOBIACOACWBOAGEADOBW
AGkAbgBnACAAYWBVAGOACABSAGKAYQOBUAHQAIAB3AGkKkAdABOACAARQBUAFMASQAgG
AFQAUwWAgADMAMQASACAANAAYADEAL]jA+BgNVHRS8ENZA1IMDOgMaAvhilodHRwOi8v
Y3JsLnRzcC56ZXR1cy5)b20viWkVURVNUU1BUUOFDQTAWMS5j cmwwDgYDVROPAQH/
BAQDAgeAMBYGA1UdJQEB/wWQMMAOGCCSGAQUFBWMIMAOGCSGSIb3DQEBCWUAA4IC
AQCHccPvzEB3niI9hOLJIJYyFZGCmRsbIgD7S0QdlYmWqv52RRL+VaB66hkTrgqrnzUU
XNPd51kt4tuQfSO7ULl6M4TaDVhEM2bXXPTbgqS1LI2KeChCUYThhb/Z4E07k372zCo
uAU60thXesNU6bF16e0iSxDMETjgpDJIsce5LxFMR21b4mWHVN2RAAV6CT07+JRhh
C8thVtQTp20+pb6mU0e0Wlp0WXggIF22+Z2EXvusefDEUnyfr2ZbpedxcABpxieJ4
g/0buFTeSG2Y7uGwTGFITduklk3AYVIyLBwZwVCggox44eN6goQ80NmU S LAp 6HAV
TpcWO6RrWk4WrFmOSmw9vuKrlphl2N70gGHB3KRpKhruHpmlR8EPCVZqwxesekyhC
ybeWcodbQAb+n9b7p2jpb48+nKnKQhZEqyiB6BsEMzDMgurWU6X 9deNW/ LGwmxuW
bFW72790Z2JJxMn50ArfjExSebveBAJorkb+yiCw471JuPpo2vHgsbh31s0ZMJeVo
ByoJRDviXyhgKQhEipRtgiWcogHx4Wo7dyoAUpjjgclhAgIlecbndWgazdVw2E9T
1zxVQ8pQ/nWShUhfCZVDaf4YVMYXUxDPs+FfzHn5w/IBnF8NAJBGO6wLF3Xbtiyu
140MR84rDBENOvYBdPVjwg0OHOPmhmpjGLPon5aCulZoQg==
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8.2.4 ZETES TSP EC Qualified TSU4

Certificate:

Data:
Version: 3 (0x2)
Serial Number:

Td:bf:1c:7£:9:83:90:b5

Signature Algorithm: sha256WithRSAEncryption
Issuer: C=BE, O=ZETES SA (VATBE-0408425626)/serialNumber=001, CN=ZETES TSP CA FOR TSA 001
Validity

Not Before: May 16 10:19:47 2018 GMT
Not After : May 13 10:19:47 2030 GMT

Subject: C=BE, O=ZETES SA (VATBE-0408425626), CN=ZETES TSP EC Qualified TSU4
Subject Public Key Info:

Public Key Algorithm: id-ecPublicKey

Public-Key: (256 bit)

pub:
04:ec:ed4:4£:3d:25:d2:64:03:75:dc:07:08:58:fc:
8b:7c:fa:bc:8d:22:a9:ed:87:fd:b2:fa:fc:bc:12:
£9:43:e9:eb:de:5b:12:7c:fl:fd:f9:ed:64:1a:08:
ab:0a:3f:4f:£f5:03:¢c6:37:60:06:a7:c7:£4:0a:73:
4£:77:c0:39:32

ASN1 OID: prime256vl

NIST CURVE: P-256

X509v3 extensions:

Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3 Subject Key Identifier:
4C:97:D4:09:D8:CD:94:53:80:10:4C:D0:46:F5:5D:1F:C7:43:23:03

X509v3 Basic Constraints: critical
CA:FALSE

X509v3 Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

gcStatements:
070...... F..0+..... F..0!0...https://pds.tsp.zetes.com. .en
X509v3 Certificate Policies:
Policy: 1.3.6.1.4.47718.2.1.2.50
CPS: https://repository.tsp.zetes.com
User Notice:
Explicit Text:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOl.crl

X509v3 Key Usage: critical
Digital Signature

X509v3 Extended Key Usage: critical
Time Stamping

Signature Algorithm: sha256WithRSAEncryption

:1b:8c:ba:£f8:9f:53:5c:66:c0:52:20:94:54:28:19:43:27:
:d8:18:30:c0:f5:e4:62:82:a3:3d:cb:fa:8a:d2:cc:f9:6e:
:65:f6:61:1a:cl:1c:d0:d9:2f:cb:65:d6:78:5b:37:c5:53:
:47:34:29:1b:3b:b5:97:ea:cl0:da:c7:b2:11:29:0e:82:eb:
:£5:¢7:5¢:76:18:e0:a9:5¢c:b2:87:£f3:ba:3f:d4:c5:52:93:
:fb:5a:67:1e:3a:47:e8:23:e0:68:fc:4c:c6:78:fb:03:86:
:e2:2d:0d:5¢c:de:78:37:£3:79:29:0£:33:b7:e5:4f:b5:b4:
:e7:£6:72:90:35:5€:10:e8:53:2¢c:82:72:81:6c:dc:4d:e7:
:d2:6b:0f:17:aa:cd:3c:c2:eb:e6:57:5d:b7:0d:e7:be:75:
:77:eb:21:54:1e:51:c0:5a:df:ac:5d:79:7d:9c:85:4d:fd:
:5c:2e:15:b0:cb:5d:8f:7b:0b:e2:6d:0b:fe:62:60:40:£9:
tec:fb:88:80:43:b1:c4:d0:58:b7:cd:d3:94:d9:58:39:ba:
:7£:36:0e:47:39:62:12:a0:e1:16:£5:a4:87:b4:£5:6e:2a:
:0a:84:37:56:96:29:21:1a:¢c2:d1:43:94:cb:4c:22:3c:d4:
:00:05:09:13:2d:93:09:45:21:d3:bb:38:17:15:41:e8:cb:
:fd:13:4£:04:b6:c1:3a:0a:68:91:24:19:95:4c:9f:96:bb:
:be:6e:3f:17:1c:65:7c:eb:be:5d:1e:dl:51:07:3d:a9:ef:
:51:2€:62:59:98:c1:d7:46:1c:26:04:4f:03:2f:cf:£8:3b:
:52:87:bd:ae:c7:1d:df:82:e7:71:40:29:c5:7e:84:29:be:
:48:cc:0b:fe:cd:6e:8d:d3:c5:e8:64:ae:7£:73:92:£d:38:
:cc:47:5¢c:35:6d:0b:26:02:46:88:ba:ad:3a:0£:05:b3:7f:
:9a:fc:a0:38:16:70:59:50:31:6c:ed:12:8d:c2:57:cb:ac:
:0c:85:90:53:60:df:9f:14:7e:88:6a:al:77:36:al:c5:4f:
:66:bc:51:0d:46:4f:71:dc:47:b6:c2:af:b5:07:25:22:e6:
:7c:ld:ad:82:cc:fe:£9:22:08:6c:88:30:5c:3a:43:5¢c:39:
:b9:£3:50:18:£4:¢c2:6£:77:59:27:19:2d:73:78:8c:fe:2f:
:67:6d:85:30:a7:e0:8d:6b:4c:5£:88:95:05:d7:08:b7:6d:
:af:68:58:a4:bf:df:a7:29:46:80:15:9a:8d:78:31:ac:4e:
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MIIF7jCCASagAwIBAgIIfb8cf+mDkLUWDQYJKoZIhvcNAQELBQAWZDELMAKGALIUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI1IN]G I2KTEMMAOG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhcN
MTgwNTE2MTAXOTQ3WhcNMzAWNTE zMTAXOTQ3WIBZMOswCQYDVQQGEwWJCRTEKMCIG
AlUECGwbWkVURVMgUOEGKFZBVEJFLTAOMDGOM] U2MJ YpMSQwIgYDVQODDBtaRVRE
UyBUU1AGRUMgUXVhbG1lmaWvkIFRTVTQWWTATBgcqhkjOPQIBBggghkjOPQOMBBWNC
AATS5E89JdJkA3XcBwhY/It8+ryNIgnth/2y+vy8Ev1D6eveWxJ88£357WQaCKsK
P0/1s8Y3YAanx/QKc093wDkyo4dICeDCCANQwCcAYIKwYBBQUHAQEEZDBiMDkGCCsG
AQUFBzAChilodHRwOi8vY3J0LnRzcC56ZXR1cy5jb20vIWkVURVNUU1BUUOFDQTAW
MS57jcnQwJQYIKwYBBQUHMAGGGWhOdHAG6LY9VY3NwWLNRzcC56ZXR1cy5jb20wHQYD
VROOBBYEFEYX1AnYzZRTgBBMOEb1XR/HQyMDMAWGA1UdEWEB/wQCMAAWHWYDVRO]
BBgwWFOAULVFLSAuELbBNK+gFOFOp5b4 ft OUWRQY IKwYBBQUHAQMEOTA3MAGGBgQA
JkYBATArBgYEAISGAQUWITAfFhlodHRwczovL3Bkcy50c3AuemV0ZXMuY29tEwJl
bjCCAQEGALIUdIASB+TCBIjCB8wYLKWYBBILOZgIBA] IwgeMwLAY IKwYBBQUHAQGEW
IGh0dHBz018vcmVwb3NpdG9yeS50c3AuemV0zZXMuY29tMIGYyBggrBgEFBQcCAJCB
PR6BogBaAEUAVABFAFMAIABUAFMAUAAGAFEAdQBhAGWAAQOBmMAGKAZQBKACAAYWB1
AHIAJABPpAGYAaQBjAGEAJABLACAAZGBVAHIAIABOAGKADQOBIACOACWBOAGEADOBW
AGkAbgBnACAAYWBVAGOACABSAGKAYQOBUAHQAIAB3AGkKkAdABOACAARQBUAFMASQAgG
AFQAUwWAgADMAMQASACAANAAYADEAL]jA+BgNVHRB8ENZA1IMDOgMaAvhilodHRwOi8v
Y3JsLnRzcC56ZXR1cy5)b20viWkVURVNUU1BUUOFDQTAWMS5j cmwwDgYDVROPAQH/
BAQDAgeAMBYGA1UdJQEB/wWQMMAOGCCSGAQUFBWMIMAOGCSGSIb3DQEBCWUAA4IC
AQALG4y6+J9TXGbAUUCUVKGZQycZ2BgwwPXkYoK Pcv61it LMAW6GZ fZhGsEcONky
y2XWeFs3xVMVRzQpGzull+rA2seyESkOguvb9cdedhjggVyyh/O6PITFUpPU+1pn
HjpH6CPgaPxMxnj7A4aQ410NXN54N/N5KQ8zt+VPtbSv5/ZymzVeEOhTLIJygWzc
TedJOmsPF6rNPMLr51ddtw3nvnU2d+shVBS5RwEFrfrF15£fZyFTE£2gXC4VsMtdj3sL
4m0L/mJgQP1T7PulgEOxxNBYt83T1IN1YOboefzYORz1iEGDhFvIWkh7T1bipLCoQ3
VpYpIRrCOUOUyOwiPNSaALUJEy2TCUUh07s4FxVB6MsF/RNPBLbBOgpokSQZ1UyE
lrslvm4/Fxx1£0a+XR7RUQc9ge/BUS51iWZiB10YcIgRPsy/P+DtqUoe9rscd34Ln
CUApPxX6EKb4GSMwL/s1ujdPF6GSuf30S/TgLzEACNWOLIrJGiLqt0g8Fs39EmMvyy
OBZwWWVAxbO0SjcIXy6wTDIWbU2DfnxR+1GghdzahxU8zZrxRDUZPcdxHtsKvtbcl
IuZafB2tgsz++eIIbIgwXDpDXDm8ufNQGPTCb3dZpxktc3iM/i+kZ22FMKEgjWtM
X41iVBdcIt22Pr2hYpL/fp61GgBWajXgxrE4aon59nWgtbg==
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8.2.5 ZETES TSP RSA TSU5

Certificate:

Data:
Version: 3
Serial Number:
25:45:01:d5:ce:7a:f4:63

Signature Algorithm:
C=BE, O=ZETES SA

Signature Algorithm:
:74:9c:
:78:0a:
:20:df:
:92:3b:
:98:16:
:c9:c5:
:bd:ec:
:70:30:
:de:c2:
:54:2c:
:14:45:
:2b:ec:
:84:89:

Issuer:

Validity
Not Before:
Not After

Subject:

(0x2)

C=BE,

sha256WithRSAEncryption
(VATBE-0408425626) /serialNumber=001,

May 16 10:21:06 2018 GMT
May 14 10:21:06 2024 GMT

O=ZETES SA

Subject Public Key Info:

Public Key Algorithm:
Public-Key:

Modulus:

00:
Te:
8e:
76:
fb:

af:

ad:
3e:
3f:
35:
cO:

:le:

f6:

Exponent:
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3
TF
X509v3

X509v3

ad:
14:

2a:
655

f0:
33:

:£9:
:0e:
:c7:
:10:
:b9:
rcd:
:8c:
163
:fe:
:6b:

ac:
37

09:
da:
60:
4a:

12:

d7:
58:
88:
Te:

:0b:
H N
:03:
:9a:
:dd:
tde:
:75:
:07:
raa:
:87:
HIeH
HEAeH
:da:

ca:

55
ef:
Of:
42:
65:
cl:
ec:
e6:
78:
69:
eb:
3f:

af:

(0x10001)

:b3:

27:

Subject Key Identifier:
:6A:CE:17:C9:37:57:38:EF:FE:C0:EA:52:FF:08:8F:77:11:7F:C8
Basic Constraints:
CA:FALSE
Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

rsaEncryption
(3072 bit)

ad:
ed:

:a9:
:94:
:88:
:33:
:3a:
:55:
:cd:
:16:
:d7:
:9f:
tea:
:6f:
:c6:
:49:
:b6:

critical

X509v3 Certificate Policies:
1.3.6.1.4.47718.2.1.2.50

Policy:

(VATBE-0408425626) ,

CN=ZETES TSP CA FOR TSA 001

CN=ZETES TSP RSA TSUS

CPS: https://repository.tsp.zetes.com

X509v3 CRL Distribution Points:

Full Name:

URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOLl.crl

X509v3 Key Usage:
Digital Signature
X509v3 Extended Key Usage:
Time Stamping

ac:
71:
93:
00:
S5b:
de:
27:
fa:
11:
b3:
el2:
48:
2b:

:d2:
:be:

T7:
30:
:c8:
reb:
:d5:
:31:
reb:
:20:
:be:
:78:
:8d:
:de:
:8d:

critical

critical

:2f:
:9a:
:5b:

sha256WithRSAEncryption
:cbh:
:97:
:57:
:f0:
He
:f9:
:d3:
tad:
:df:
:c3:
:d3:
126
:d0:
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67:4a2:a23:65:97:¢c6:58:05:cl:0a:8c:ba:fa:a8:35:18:31:4b:
c6:14:8£:01:18:3d:48:74:54:0a2:23:05:9a:93:30:24:19:49:

0d:0£:£5:88:50:be:9e:28:98:08:54:£5:3e:1b:71:d4:71:0f:
48:99:13:87:aa:cb:dc:cl:a6:£8:7f:4e:90:28:22:87:c3:7e:
de:f5:a4:9c:79:4a:cf:9e:3a:01:a3:b0:8c:c5:d5:38:74:7c:
2d:84:67:90:£9:27:¢c3:1a:38:54:72:9a:fb:15:79:62:ec:£9:
cb:90:be:c6:04:0d:cl:fe:87:99:ee:19:3e:7e:92:9e:96:35:
64:e6:b8:cb:e0:4f:bb:2b:79:a4:3a:33:76:5d:32:29:b2:38:
c8:09:05:05:¢3:90:¢c8:1d:69:fe:a6:d6:2a:99:79:d0:1f:da:
2f:0a:c5:4e:9a:e6:b0:8c:af:89:1a:59:1e:19:94:14:09:93:
04:47:44:db:00:05:24:73:67:c7:ea:01:94:01:d4:39:££:£0:
8c:ae:a7:c5:10:ee:91:72:8¢c:30:1b:68:1e:06:34:ac:18:81:
ae:70:a9:a29:50:ed:0b:25:6:81:39:81:27:86:c8:50:c8:13:
09:b7:5a:9e:d8:37:4b:81:a9:29:d1:1e:3d:53:0c:7f:e5:b0:
d3:51:a4:06:2a:fe:cd:le

MIIGLJjCCBBagAwIBAgGIIJUUBlc569GMwDQYJKoZIhvcNAQELBQAWZDELMAKGALIUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI1IN]GI2KTEMMAOG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN
MTgwNTE2MTAyMTA2WhcNM] QwNTEOMTAYMTA2W) BOMQswCQYDVQQGEWJCRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOM] U2Mj YpMRswGQYDVQQDDBJaRVRF
UyBUU1AgUINBIFRTVTUwggGiMAOGCSQGSIb3DQEBAQUAALIB)wAWggGKAOIBgQCk
rfAJ11WzrUsDblU5134+FDPaWO8n5AJJtGeSyY4/GflgiA+0gaMlEmwIonY1XAS5K
fkLglCY03ym+2 fvAFMf6C2VWiGPulvsYh84eJRDIIMFkMylEIHRSYzi0ILkiA+yF
OnGGz6hHOoCkINcO3muZmVcCLXic6r0iGAYWL3XhQxGELTYp6GwoVzmM4 TmmJIFsGm
6IBMghRmrf4NdeXx147yX1LnCSO97muZBz/Vnét7fydNWXtvhj6JbKov6srOxXx4aR
bFd0sg3gVodHb2Mz1mK+8UI0zZuPK2xoxgDoXRuz76/epvE0lHx0SVpUsMhsBKDr
ggsqgdgGtv+yprt7zp5tmuTg5b8Wo9JR5GsbwVQ+hnj INFTNgBTu50hZHaN6/WBB
5AEVEcmbgYD/1oTn2HUyczcgP4zJpp7UaPMx76Ys0Vp3JShQeT6GKLESgTiHZ1Me
Cyq78zmlETHwWXpb5VzGJIcHh7xko/L1QXxgST/ghhETe83NHhoa/2KqwSyq9QSzEC
AWEAAaOCAXYwggFyMHAGCCsGAQUFBWEBBGQwWYjAS5BggrBgEFBQcwAoYtaHROcDov
L2NydC50c3AuemV0ZXMuY29tL1pFVEVTVENQVEFNBQOEWMDEUY3J0MCUGCCsGAQUF
BzABhhlodHRwOi8vb2NzcC50c3AuemV0ZXMuY29tMBOGA1UdDgQWBBR/as4XyTdX
00/+wOpS/wiPdxF/yDAMBgNVHRMBA f8EAJAAMB8GA1UAIwQYMBaAFC1RSOnbhC2w
TSVOBThTqeW+H7dFMEgGGA1UAIARBMDS8WPQYLKwYBBILOZgIBA] IwLjAsBggrBgEF
BQcCARYgaHROCHM6LY9yZXBvc210b3J5LnRzcC56ZXR1cy5jb20wPgYDVRO£BDcw
NTAzoDGgL4YtaHROcDovL2NybC50c3AuemV0ZXMuY29tL1pFVEVTVENQVEFNBQOEwW
MDEuY3JsMA4GA1UdDWEB/wQEAwWIHgDAWBgNVHSUBAf8EDDAKBggrBgEFBQCcDCDAN
BgkghkiG9w0OBAQsFAAOCAGEATIHScrAzSd1lbAyxwvsQOTzo8yVngKcRK+MBhUll+a
EFHFgQHOCCDfk7TOyLGWVINbT1P+zSyULZI7AFXx50Zh8JPPWYhdFKMELpgWWwtR
1XTBx4sXJJgG9+ZHUMNF3k+ZMWcA+SwSnjkxtny6pb3sJ2mi5sYD0921U04IEAGs
1nAw+geuIHCDpA+jQCQkaoUimN7CEajXvj+s394ieed/p62U0l1Qss8JjeLgiwy28
K+KOOfheJxRF4uKCjT/L08hJ8P6D4mvyzivsSAUC3CaXJItkyGv8lr5aAgdSIKO3t
JZWJIOOQWNUNcSUMvZ0q]jZZfGWAXBCoy6+qglGDFLxhSPARgISHRUCIOImpMwJIBlJ
pItuRnSjxm9yWn3yJ+hsHgknDQ/1iFC+niiYCFT1Phtx1HEPSJkTh6rL3MGm+HI0
kCgih8N+3viWknH1Kz54 6Aa0wjMXVOHR8LYRnkPknwxo4VHKa+xV5Yuz5y5C+xgQN
wf6HmMe4ZPn6SnpY1Z20ady+BPuyt5pDozdl0yKbI4yLkFBcOQyBlp/gbWKpl50B/a
LwrFTprmsIyviRpZHhmUFAMTBEJE2wAFJHNNnx+0B1LHUOf /wjK6nxRDukXKMMBto
HgY0rBiBrnCpgVDtCyXmgTmBJ4bIUMgTCbdantg3S4GpKdEePVMME+Ww01GkBir+
xB4=
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8.2.6 ZETES TSP RSA TSU6

Certificate:

Data:

Version: 3
Serial Number:
6e:af:d7:1e:5d:ef:99:50

Signature Algorithm:

Issuer: C=BE, O=ZETES SA

Validity
Not Before:
Not After

Subject:

(0x2)

C=BE,

sha256WithRSAEncryption
(VATBE-0408425626) /serialNumber=001,

May 16 10:21:35 2018 GMT
May 14 10:21:35 2024 GMT

O=ZETES SA

Subject Public Key Info:

Signature Algorithm:
38:
02:
d4:
9c:
£8:
el:
ab:
ad:
a6:
58:
3d:
b2:
ab:

Public Key Algorithm:
Public-Key:

Modulus:

:2f:

Exponent:

X509v3 extensions:

Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3

9A:

X509v3

CA:

X509v3

:cO:
:1b:
raa:
:9c:
:d7:
caf:
:ba:
:21:

59:
da:

92:
do:

:10:
HelH
scd:
:0d:
:53:
:43:
rae:
:76:
:cbh:
tc2:

(0x10001)

Subject Key Identifier:

Basic Constraints:

FALSE

rsaEncryption
(3072 bit)

critical

Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

X509v3 Certificate Policies:
1.3.6.1.4.47718.2.1.2.50

Policy:

(VATBE-0408425626) ,

CN=ZETES TSP CA FOR TSA 001

CN=ZETES TSP RSA TSU6

CPS: https://repository.tsp.zetes.com

X509v3 CRL Distribution Points:

Full Name:

URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOLl.crl

X509v3 Key Usage:
Digital Signature
X509v3 Extended Key Usage:
Time Stamping

b2:59:
66:07:
Oc:8b:
8b:f5:
ad:91:
d0:al:
fb:91:
5d:d4:
Oe:c9:
66:26:
1b:95:
97:d6:
80:1le:

ag:
b4:

£3

51:
Ta:
:bd:
:56:
HEW
:83:
:dc:
:91:
HeleH
:16:
:bb:
raf:
:dl:

3b:

critical

ad:

3d:
tab:
:1d:

critical

3e:

72

:0c:
:14:
:c4:
:c4:
:c4:
:12:

e0:
:27:
:0f:
:76:
:cf:
:30:

75:
dd:
Oa:
84:
2c:
dd:
:5a:
fd:
d2:
2e:
df:
88:
as8:

sha256WithRSAEncryption
icc:

:f4:
tad:
ced:

:3f:
rab:

:47:
tbe:
:le:
:d4:
:e5:
:15:

DA:0A:52:E9:7A:5C:7C:80:0A:71:34:61:4C:7A:AA:CE:4D:3B:F4
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c7:20:b0:fa:b2:ae:74:15

MIIGLJjCCBBagAwIBAgIIbqg/XH13vmVAWDQYJKoZIhvcNAQELBQAWZDELMAKGALUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI1IN]GI2KTEMMAOG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN
MTgwNTE2MTAyMTM1WhcNM] QwNTEOMTAYMTM1 W) BOMQswCQYDVQQGEWIJCRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOM] U2Mj YpMRswGQYDVQQDDBJaRVRF
UyBUU1AQUINBIFRTVTYwggGiMAOGCSQGSIb3DQEBAQUAAALIB)wAWggGKAOIBgQCM
wEmMSSXTKnVUpgiD5LpF0GOrZiBth8TMZFJqdHbcEqt 4Q0e8bgsyYioYLPJX/TnPrF
te+dSMpmfkUSBauml3/N/f+ZxMf4unaEUgphr 1MN70GiLV6UMNTiKASVugBTPPO £
vKuFgOOoNho9IV1DHvFoybPdNWfdRud//uOusgHhNN4zUKo9ImVMOISJ24UoQHca3
g8NS47ArB/zL47LVBQTF4ISn9%a02U7LCIXZrRCEDNWAI+qt334vLgNYFs3hf0c8H] IwLjAsBggrBgEF
BQcCARYgaHROCHM6LY9yZXBvc210b3J5LnRzcC56ZXR1cy5jb20wPgYDVRO£BDcw
NTAzoDGgL4YtaHROcDovL2NybC50c3AuemV0ZXMuY29tL1pFVEVTIVENQVEFNBQOEwW
MDEuY3JsMA4GA1UdDWEB/wQEAwWIHgDAWBgNVHSUBAf8EDDAKBggrBgEFBQCcDCDAN
BgkghkiG9w0OBAQsFAAOCAGEAOLJZQVE7I8ytPT7gde+yOfSyAmYHtHr OmRKupugn
3UVaUgRR1AyL87Q0XZAhGHAgPCph8/+RInIv1S1ZrZIci4v12hBzMP4Jh+K2R+Kc7
VZL1FoLPLHhgaj/J4dChJ4PtH6Qwi90w3arRrasQqg/uRFdxwjwe+IBhyWpe+3Df6
rV3UJZF£5brKAYkM/bASqkeRpg7J4sw6Xbk83UoUOvahzrzPWGYmrBb8n2xaPkfE
LiVdBx6cPRUVN7v3miWlsb4zE36n239REspfWUg9sRcf78z7EiEVTZuv2g4Aed9HO
Bg98yakSqIws4RXKR/3w9Jz1i0zEaIt71QgeLl1lwCx5/zkdgxBoC+0daKDodvjPXA
UgoLcge9IRrgqzeY00xUuRYkYebzzqM82vkSfyh9GXaBYaLlEzp/aA+VuVelEnupGyg
Luwxr7TB/QRkAcltIxMhI9MwpsyJThcMPmrOR0GevoFr10NgFhMDZ 7BfFTxSiKyRxm
Da35U2sfhtUgAcyXNAeMwIqUDi8JeyOYgLhByjYgNtXuCTpE++VbiQT+EGPWPbPO
71A5F3PamSVZ3scKo5dsugze/FZUDkIYoH42fLskjr3904X91NY/HewfclajB521
Va3ZFuRtLZNL4VMegvthw+QZi0+EgpC3aSWwopPlk/8Uoz0vOugKzk3bxyCw+rKu
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8.2.7 ZETESTSP ECTSU7

Certificate:

D

Signature Algorithm:
Issuer:

Signature Algorithm:
al:
25:
22:
:61:
:d5:

ata:

Version:
Serial Number:
34:22:7c:04:14:fb:23:cl

3 (

0x2)

C=BE, O=ZETES SA

Validity

Not Before:
Not After

Subject:
Subject Public Key Info:

1b:
29:
62:

Public Key Algorithm:
Public-Key:

X509v3

X509v3
CA
X509v3

P

C=B

ub:

E, O=ZETES SA

04:9c:
£3:16:
af:36:
53:0b3:
cf:df:

ASN1 OID:
NIST CURVE: P-25
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

C

e0:02:
d8:66:
f2:dd:
Sb:cb:
81:53:

c9:
30:
36:
dc:
08

ec:
cd:
Se:
58:

prime256vl

6

6d:64:
a6:6c:
8c:77:
Te:83:

Subject Key Identifier:

sha256WithRSAEncryption
(VATBE-0408425626) /serialNumber=001,

May 16 10:22:10 2018 GMT
May 13 10:22:10 2030 GMT
(VATBE-0408425626),

id-ecPublicKey
(256 bit)

CN=ZETES TSP CA FOR TSA 001

CN=ZETES TSP EC TSU7

68:83:10:07:db:
c6:5f:4c:b6:b7:
1b:8d:0f:a2:de:
dc:e4:50:ff:62:

:7d:
:a8:
:79:
:89:

8:CC:CF:14:F7:FC:66:0A:9C:F4:65:B1:77:57:BE:96:B3:DE:73:1D
critical

Basic Constraints:
:FALSE
Authority Key Identifier:

keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

X509v3 Certificate Policies:

Policy:

1.3.6.1.4.47718.2.1.2.50

CPS: https://repository.tsp.zetes.com

X509v3 CRL Distribution Points:

X509v3 Key Usage:

Full Name:

URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOl.crl

Digital Signature
X509v3 Extended Key Usage:
Time Stamping

6a:
le:
lc:

168:

a5:
73:
2f:
£3:
:c9:
:57:
:dd:
:11:
re2:

9c:

9e:af:
63:78:
45:85:
cc:52:
11:84:
71:a8:
44:8d:
lb:6c:

:77:£0:

:be:31

e6:39:

critical

critical

1d:
cf:
4b:
9d:
9c:
ed:
cf:
f2:
a5:
52:
27:
:c8:

47:
24:

sha256WithRSAEncryption
:8c:
f2:
t6e:
:36:
HYEH
144
:5c:
:43:
rec:
tde:
:bb:

5f:
64:
taz2:
:11:
ref:
:d8:
:80:
tel:

MIIE4jCCAsqgAwWIBAgIINKJI8BBT7I8EwWDQYJKoZIhvcNAQELBQAWZDELMAKGALIUE
BhMCQkUxJDAiBgNVBAOMG1pFVEVTIFNBIChWQVRCRSOWNDA4NDIIN] I2KTEMMACG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN
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MTgwNTE2MTAYMjEwWhcNMzAWNTE zMTAyMjEwWjBPMOswCQYDVQQGEwWJCRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOMT] U2Mj YpMROowGAYDVQQDDBFaRVRF
UyBUU1AgRUMgVFENVNzBZMBMGByqGSM4 9AgEGCCqGSM4 9AWEHAOIABJzgAsnsbWRo
gxAH2/h98xbYZjDNpmzGX0y2t3aorzby3TZejHcbjQ+13pl5U7Nby9xYfoPc5FD/
YheJz9+BUwijggF2MIIBcjBwBggrBgEFBQCBAQRKMGIwOQY IKwYBBQUHMAKGLWhO
dHA6Ly9jcnQudHNwLnpldGVzLmNvbS9aRVRFUIRTUFRTQUNBMDAXLmNydDA1Bggr
BgEFBQcwAYYZaHROcDovL29jc3AudHNwLNpldGVzLmNvbTAABgNVHQ4EFgQUyMzP
FPf8Zgqc9GWxdle+1rPecxOwDAYDVROTAQH/BAIWADAfBgNVHSMEGDAWGBQtUULT
24QtsEOr6AU4U6n1vh+3RTBIBgNVHSAEQTA/MDOGCYsGAQSCIGYCAQIyMCAwLAYT
KwYBBQUHAGEWIGhOdHBzO1i8vcmVwb3NpdG9yeS50c3AuemV0ZXMuY29tMD4GAL1Ud
HwQ3MDUwWM6AX0C+GLWhOdHA6LY9jcmwudHNwLNpldGVzLmNvbS 9aRVRFULRTUFRT
QUNBMDAXLmNybDAOBgNVHQ8BAf8EBAMCB4AWFgYDVRO1AQH/BAWWCgY IKwYBBQUH
AwgwDQYJKoZIhvcNAQELBQADggIBABugagWer/1gMIwdR1+TUacSaCklHnNjeOY5
zfLPJGT1S3Rz3mIiHCI9FhY4+Bm5LcKI6LCO9yaMIhyvPMUglghDad+RG+cgL/BvXV
kMkRhBj4zngcb+/A/C3SdyFDBVAxgMgXGkTtINiVuzDHfW+aQN1EjSV1gFzPXYBO
JL+cH1oT4hEbbLt16kPyDuG8GOxGgsxWu+KaE3KNWuylk2f/ROPbCnkiNsGLJIdcM
g05SEY6BBQIyul jgXWKOWsNxuLsnyAOVAAmIR8xQqoCw8VS/CM3IBV/£Q0zA0iVN
xISgBOnkjC9a/GN57MH1hr fVO++QSME0Zgb0yG3UgLK8Fg70oquSWmSrssjQXouw
xaP/REtCGQ2gGg+XUb5heNV6iKwQbgasazyRR8Yq/ 7BgmkrKx5I4h87jZXuvijn4GH
rdUpec6bNWSwW8/WGV4ATmmplX6518W1Pn9BIKyZ80/khui2rwlGyobbEfdhgulg8
dIpRGKMIExRXtHpXr4VgIGeveI1lM1 /9TpiGpkTASWI7j50£0s1SNmkdygS+xDG2t
UbaHSkVUhfDrUS91RjguPAgpgD4JDIWuUP600ICcAXATvG013xA/2AsTVQFfidat2s
z20Tj+8EElcGud4JtsrJ/G/oDpYUiW644hUGqaMBl22Ig7nfwli/MUteXnBMGeAiX
aJyClbéx

————— END CERTIFICATE-----
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Certificate:

D

Signature Algorithm:
Issuer:

Signature Algorithm:
:6f:
:la:
:60:
:32:
rcd:
:97:
HEIH
ted:
:9%e:
:c3:
:02:
tde:
rac:
:c3:
:bb:
:00:
:1f:
:c8:
:la:
:94:
HEH
:d5:
:87:

ata:

ZetesConfidens

TSA PRACTICE STATEMENT AND TIME-STAMP POLICY

Version:
Serial Number:
0d:13:c8:6e:le:2a:c5:56

3 (

0x2)

C=BE, O=ZETES SA

Validity

Not Before:
Not After

Subject:
Subject Public Key Info:

Oa:
bc:
6a:
9b:
9c:
19:
3c:
3a:
£7:
le:
cd:
ef:
d2:

Public Key Algorithm:

X509v3
X509v3

X509v3

C=B

E, O=ZETES SA

Public-Key:

P

ASN1 OID: prime256vl

ub:

04:42:8
bd:21:1

(256 bit)

4:
3:

dc:
e2:

d0:38:68:b8:

c7:c2:0
Ol:bd:6

NIST CURVE:
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

F

8:
a:

dd:
ee:

85:fe:
cc:d3:
86:25:
16:e9:

dd

P-256

sha256WithRSAEncryption
(VATBE-0408425626) /serialNumber=001,

May 16 10:22:32 2018 GMT
May 13 10:22:32 2030 GMT
(VATBE-0408425626),

id-ecPublicKey

c0:00:b6:3b:4d:0d:2e

CN=ZETES TSP CA FOR TSA 001

CN=ZETES TSP EC TSUS8

49:bd:b8:b9:f1:95:aa:
12:ab:14:£2:30:90:96:
a4:22:8f£:06:02:88:4d:

Subject Key Identifier:

:b0:

f2:
c5:
55:

fc:

3:44:11:10:00:E2:5C:D2:DD:7C:E7:47:B9:22:52:DE:4D:Al1:B6:2E

CA:FALSE

Basic Constraints:

critical

Authority Key Identifier:

keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

X509v3 Certificate Policies:

Policy:

1.3.6.1.4.47718.2.1.2.50

CPS: https://repository.tsp.zetes.com

X509v3 CRL Distribution Points:

Full Name:

URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOLl.crl

X509v3 Key Usage:
Digital Signature
X509v3 Extended Key Usage:
Time Stamping

6d:
bf:
30:
6d:
04:

:67:
:91:
ral:
HEAeH
:0e:
HEToH
:30:
:fb:
:bf:
:3d:
:Te:
:b7:
:fc:
:Te:
:02:

ce:

72:

5a:c5:
e6:cb:

c3:
To:
:03:
:30:
rae:

critical

5d

9a

05:

e8:

77:
:d5:
:ba:
:3b:

24:
:b4:
a’7:
:bf:
Oa:

90:
51:
48:
e0:
Tc:
:d2:
tde:
HeH
:fb:
:c0:
:9b:

critical

sha256WithRSAEncryption

cl:45:8b:b5:
12:35:40:cd:
23:df:e5:2b:
4c:13:46:86:
£f0:12:bd:01:
12:21:32:28:
ad:cl:9f:c5:
c3:6d:3e:83:

MIIE4jCCAsqgAwWIBAgIIDRPIbh4gxVYwDQYJKoZIhvcNAQELBQAWZDELMAKGALIUE
BhMCQkUxJDAiBgNVBAOMG1pFVEVTIFNBIChWQVRCRSOWNDA4NDIIN] I2KTEMMACG
A1UEBRMDMDAxXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN
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MTgwNTE2MTAyMjMyWhcNMz AwNTE zMTAyMj MyWjBPMQswCQYDVQQGEwJICRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOMT] U2Mj YpMROowGAYDVQQDDBFaRVRF
UyBUU1AgRUMgVENVODBZMBMGByqgGSM4 9AgEGCCqGSM4 9AWEHAQOIABEKE3IX+wAC2
O0ONLrD8vVSET4s2TSb24ufGVqvLg0DhoulY1EqsU83CQ1lsUTIx8TT3RbppCKPBgKT
TVXOAb1q7t2jggF2MIIBcjBwBggrBgEFBQCBAQRKMGIwOQY IKwYBBQUHMAKGLWhO
dHA6Ly9jcnQudHNwLnpldGVzLmNvbS9aRVRFUIRTUFRTQUNBMDAXLmNydDA1Bggr
BgEFBQcwAYYZaHROcDovL29jc3AudHNwLNpldGVzLmNvbTAABgNVHQ4EFgQUSOQR
EADiXNLAfOdHuUSJIS3k2hti4wDAYDVROTAQH/BAIwADAfBgNVHSMEGDAWGBQtUULJT
24QtsEOr6AU4U6n1vh+3RTBIBgNVHSAEQTA/MDOGCYsSGAQSCIGYCAQIyMCAwWLAYT
KwYBBQUHAGEWIGhOdHBzO1i8vcmVwb3NpdG9yeS50c3AuemV0ZXMuY29tMD4GAL1Ud
HwQ3MDUwWM6AX0C+GLWhOdHA6LY9jcmwudHNwLNpldGVzLmNvbS 9aRVRFULRTUFRT
QUNBMDAXLmNybDAOBgNVHQ8BAf8EBAMCB4AwWFgYDVRO1AQH/BAWWCgY IKwYBBQUH
AwgwDQYJKoZIThvcNAQELBQADggIBAAPt 9m%axcMFJJDBRYult7DONby/vBrmy3td
tFESNUDN3w9miGowlWD+NgPop0gj3+UrwKlgtJttJTIIojCav+BMEOaGAGZLZpwE
VM33Da53CnzwEr0BohGD1RNOpZevb+7VINISITIocTTp2jwx9+Y/CBg6J06twZ/F
LuJ5hTruduQNBz47ScXDbT6D3gav]jfeTHZ7tEL7gvEitTNUIx6/Qa9%4jg80mmyAk
3sD8XQks4wjdc821KwIAnyubwpvTaADYUQbeqg+9G/E7VSrQdLEFNpM3bADrFwdIN
Agxvz4nivVniJnEorisZip7u9UcNZ1Ho7YBeOc+8SglfgAllnOruv/ENc29AF0yh2
B517gqwSRpQDPMYCAHMeRNVrCBzCpf3GhoB91Y4An3YNJIOoWMT 5b47T18uMhw5+Y5
Jm7dWIiieBOFGpEOgxruShZ6LByzGpwRWNJIpS5mpM4 5Q0W6gikmBZMhdpSXfumPgw
3GgEIUqoMivL6ccZDOVgAHT TWIXUKZGR5GAIAL Ppe+R5dWy/ fI£shINF7gZ1CixX9
hHXeWM4968W7gNQjI4F/bluGeSZ1i2h+gilfaodXYXInI+e+UrruAqW3kzC5nDcE
qwn/6QupiQDocAT8JIC8QrbISAAIff8mg20edbeZ+x/1zqODLQOAYYPHiQu2T0O320C
znJ4Fvdg

————— END CERTIFICATE-----
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8.2.9 ZetesConfidens RSA Qualified TSU9

Certificate:

Data:
Version:
Serial Number:
1d:c8:£3:¢c3:43:d4:47:£9
Signature Algorithm:

Signature Algorithm:
52:
ee:
a6:
Ta:
68:
£3:
de:
cl:
d3:
ba:
Te:
b6:
bf:
67:
6a:
el:
29:

Issuer:

C

Validity
Not Before:
Not After

Subject:
Subject Public Key Info:

Public Key Algorithm:

3

C

(0x2)

BE,

BE

(0]

= ZETES SA

sha256WithRSAEncryption

Jul 12 07:27:44 2019 GMT
Jul 12 07:27:44 2022 GMT

, O

ZETES SA

RSA Public-Key:
Modulus:

00:
cf:
d4:
2a:
dd:
bd:
3f:
80:
e3:
ad:
41:

3f:

65

Exponent:
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3

2

2

X509v3

CA

X509v3

655

37

(20

(0x

48 bit

ra2:a4:
:02:81:
:05:32:
:15:8e:
:eb:b8:
tda:fd:
:21l:ee:
:9f:cb:
:55:80:
:dl:7e:
:4d:a9:
:6Cc:63:
:4£:28:
:cl:6c:
:23:c2:
:7b:d4:
:02:6d:

10001)

)

Subject Key Identifier:
:2F:17:65:7B:1B:7C:E0:EE:65:D8:E1:DD:E9:EC:E9:B3:C6:EC:0A

Basic Constraints:

:FALSE
Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

gcStatements:

Policy:

rsaEncryption

critical

:2c:

:3d:
t6a:
:21:
a’:

:45:
tad:

:08:
ra3:
tc2:
HeEH
:e0l:

:84:

(VATBE-0408425626) ,

serialNumber = 001, CN = ZETES TSP CA FOR TSA 001

(VATBE-0408425626), C

N =

ZetesConfidens RSA Qualified TSU9

F..0!0...https://pds.tsp.zetes.com. .en
X509v3 Certificate Policies:
1.3.6.1.4.1.47718.2.1.2.50
CPS: https://repository.tsp.zetes.com
User Notice:

Explicit Text:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOLl.crl

X509v3 Key Usage:
Digital Signature

X509v3 Extended Key Usage:

66:
55:
37:
eb:
c9:
d2:
:bd:
16a:
e0:
4b:
91:
9e:
3f:
f1:
6d:
ba:
bo:

e5
d4

Time Stamping

8d:
43:
78:
9b:
a7l:
dd:

el:
46:
36:
9a:
0f:
aa:
de:
ef:
97:

32:
2e:
2b:
f0:
ea:
b2:
9f:
8d:
fc:
lc:
6f:
a7:

:0f:
:3e:

critical

e3:

H JJoH
:64:
:eb:
:81:

critical

25:
2d:
08:
Oa:
:cT:
tdc:
:dd:
rde:
:c8:
red:
:5c:
:Tb:
HYEH
:04:
rad:
:0c:
:cb:

sha256WithRSAEncryption
:a3:
:27:
:3a:
:9b:
:25:
:a5:
:1b:
HelH
:93:
:cl:
:fl:
:5a:
tba:
rad:
:9%e:
:61:
:19:
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06:£2:8:49:57:10:cd:3b:bc:1a:18:0c:58:a2:e4:£6:11:d8:
70:20:ff:9%a:be:05:fe:ee:ac:bf:dc:47:26:58:1£:9c:70:8b:
43:cc:2a:ca:90:58:ec:49:94:c4:56:dd:b2:9f:ea:74:4b:3e:
46:c9:b6:7c:eb:f9:b2:9a:el:2b:43:4b:ab:dc:47:0b:13:c7:
53:7a:2f:19:al:fd:4c:12:83:ca:62:5c:33:14:£c:43:9d:86:
86:£2:21:d7:82:97:73:56:£0:2d:db:bf:8d:0a:d7:4c:16:27:
52:cb:a2:cb:a7:36:c1:£8:92:06:7c:0c:7c:ac:9d:e6:a4:0f:
4a:98:ea:8e:7e:53:1f:4f:39:ce:c8:¢c3:28:77:42:38:£7:£d:
c3:17:a0:4b:4£:29:30:67:bf:45:7b:64:5e:0c:0f:8d:ac:1le:
a6:87:79:d3:59:27:e2:a8:d1:£7:9b:20:cb:78:5e:9b:27:13:
£2:2:41:55:fb:12:52:0b:86:4f£:31:e7:65:a8:ff:dd:67:fe:
c6:52:a4:d1:3b:b7:£8:81

MIIGwDCCBKigAwIBAgIIHc]jzwOPUR/kwDQYJKoZIhvcNAQELBQAWZDELMAKGALUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI 1IN I2KTEMMAOG
A1UEBRMDMDAxXMSEwHwYDVQQDDBhaRVRFUYBUUL1AgQOEgRkISIFRTQSAWMDEwWHhcCN
MTkwNzEyMDcyNzQOWhcNMjIwNzEyMDcyNzQOWjBEMQOswCQYDVQQGEwWJCRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOMjU2M] YpMSowKAYDVQQODDCFaZXR1
cONvbmZpZGVucyBSUOEgUXVhbGlmaWVkIFRTVTkwggEiMAOGCSgGSIb3DOEBAQUA
A4IBDWAwWggEKAOIBAQCrqJWvoqTgIcOsxerOMs+Un4SCAoHABr2ZyDtgutQ4EX97
BTLCgAE9Y8vH4Sp/AJaCFY6LMIRgx6knIN17YOBp67gpnv4hJUS56nrldhaHZSv00
atKnBEZY9z9BRDQ1Ie77khgZ4KKbg4CjBsO5n8vNyF1Frli/H+NTzOMRVYDLEzak
PS5E66350vg30X4nBDASOEFrGUFsblGdTamAaloIJ/SRjUcz5ulgbGNv+uOjhfEDb
TumBQ68NTygAY6LCXBINEF1GS2cRwWiWxb60PD+HUWWBHiIG4RCIBLGRbfg2cgXM0Je
5AwWQe9STgrg202JCREJANNThAmM] aykCE45KFUZz91AgMBAAG) ggJSMIICATBWBggT
BgEFBQCBAQRKMGIWOQY IKwYBBQUHMAKGLWhOJHAG6LY 99 cnQudHNwLNpldGVzLmNv
bS9aRVRFUIRTUFRTQUNBMDAxXLmNydDA1BggrBgEFBQcwAYYZaHR0cDovL29jc3Au
dHNwLnpldGVzLmNvbTAdBgNVHQ4EFgQUIi8XZXsbfODuzdjh3ens6bPG7AowDAYD
VROTAQH/BAIwWADAfBgNVHSMEGDAWGBQtUUtJ24QtsEOr6AU4U6n1vh+3RTBFBggr
BgEFBQcBAWQ5MDcwCAYGBACORGEBMCsGBgQA ] kYBBTAhMB8WGWhO0dHBz018vcGRz
LnRzcC56ZXR1cy57b20TAMVUMI IBAGYDVROGBIH6MIH3MIHOBgwrBgEEAYLOZGIB
AjIwgeMwLAYIKwYBBQUHAGEWIGhOdHBzO1i8vemVwb3NpdG9yeS50c3AuemnV0ZXMu
Y29tMIGYyBggrBgEFBQCcCAJCBpR6BogBaAEUAVABFAFMAIABUAFMAUAAGAFEAdQOBO
AGwAaQBmMAGKAZQBKACAAYWB1AHIAJABPpAGYAaQBjAGEAJABIACAAZGBVAHIAIABO
AGkKADLQB1ACOACWBOAGEADLQOBWAGKkAbgBNACAAYWBVAGOACABSAGKAYQRUAHQAIABS
AGkKAdABOACAARQBUAFMASQAgAFQAUWAgGADMAMQASACAANAAYADEALJA+BgNVHREE
NzA1MDOgMaAvhilodHRwOi8vY3JsLnRzcC56ZXR1cy57b20vWkVURVNUU1BUUOFD
QTAWMSS5JjcmwwDgYDVROPAQH/BAQDAgeAMBYGAL1UdJQEB/wQMMAOGCCSGAQUFBWMI
MAOGCSgGSIb3DQEBCWUAA4ICAQBSZo0yGA+90+Mypbwl0ijvtJruVUMuez 6DJ6pB
Q20tgICtekmmN3grGVqg/OhKQV+sI7HiNsrl665vwdGBAMS ZBVOEKH+Z+MGxoyafq
1TG2JSvppaTHpuxXa03z0t2yJTRGPQILS5D1IMHS5bjCcHe5b2 fpBa5Gyomd4vdGo+1
ZMvB1GgNYTnLxnHFQANOMk 6kAmzT40H8PLn+k+++AvbIhZUAOoy6S0YcOrllwdjJd
9wntg6cMrTd+kTZvvNhz8UMrJslcI6et5ge2npgns6l/Wt7rrmJ70m0O5veG/Pwig
5+ubuhhyf756eJ0EthBn8ar3veOmpI3WQREEsSuLXKORgbd5QermOnuniNjCtoCa/
iVjguu8LI6hcYcmmukUMhe+TvUOpuZeNDLVMGYVwgMrLISgl3w0G8uhJVDNO7wa
GAxYouT2EdhwIP+avgX+7qy/3EemWB+ccItDzCrKmljsSZTEVt2yn+p0Sz5GybZ8
6/mymuErQOur3EcLE8dTei8Z0f1IMEOPKY1wzFPxDnYaG8iHXgpdzVvAL27+NCtdM
FidSy6LLpzbB+JIGfAx8rI3mpAIKMOqOfIMETznOyMMod0I49/3DF6BLTykwZ79F
€2ReDA+NrB6mh3nTWSfigNH3myDLeF6bJIxPy4kFV+xJSC4ZPMedlgP/dZ/7GUQTR
07f4gQ==

————— END CERTIFICATE-----
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8.2.10 ZetesConfidens RSA Qualified TSU10

Certificate:

Data:

Version:
Serial Number:
59:c5:4c:a5:fc:6e:£5:89
Signature Algorithm:

Issuer:

C

Validity
Not Before:
Not After

Subject:
Subject Public Key Info:

Signature Algorithm:

88: :7a:

Public Key Algorithm:

3

C

(0x2)

BE,

BE

(0]

= ZETES SA

sha256WithRSAEncryption

Jul 12 07:29:39 2019 GMT
Jul 12 07:29:39 2022 GMT
ZETES SA

, O

RSA Public-Key:
Modulus:

00:
01l:
a3:
81:

88:

aa:
do:
92:

ed

Exponent:
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3

5

E

X509v3
CA
X509v3

rec:
:2a:
:5a:
:26:
HERH
:5d:
:14:

655

37

(20

:dO:
tel:
:59:
ral:

tde:
:84:
:3a:
:07:
a’l:
:97:

48

(VATBE-0408425626) ,

bit

:e0:
:£6:
1c2:
:83:
147
:8e:
:0a:
:£0:
:fe:
:dO:
:dd:

(0x10001)

)

30:
8e:
60:
c7:
da:
74:

Subject Key Identifier:
:19:D1:DB:23:13:EA:46:A7:FC:1C:FE:C7:04:97:18:9A:CB:04:49
Basic Constraints:
:FALSE
Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

gcStatements:

Policy:

rsaEncryption

cO:
a’:
c9:
79:
b6:

critical

(VATBE-0408425626) ,

serialNumber = 001, CN = ZETES TSP CA FOR TSA 001

CN =

ZetesConfidens RSA Qualified TSU10

F..0!0...https://pds.tsp.zetes.com. .en
X509v3 Certificate Policies:
1.3.6.1.4.1.47718.2.1.2.50
CPS: https://repository.tsp.zetes.com
User Notice:

Explicit Text:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOLl.crl

X509v3 Key Usage:
Digital Signature
X509v3 Extended Key Usage:
Time Stamping

bb:
cel:
:0d:
:fb:

89:

critical

fb:
bc:
52:
73:
dc:
db:
da:
:39:
H oJJoH
:9f:
:ba:
:97:
:b8:
:9a:
HEEH
:06:
:9%e:

:fa:
:25:
:9c:
:3f:
:c3:
:47:
:13:
:3d:
:eb:
:83:
166:
:9f:
:bd:

:dc

:c0:
HES
:12:

critical

21

cO:
de6:
cf:
eb:
a6:
da:
8a:
f2:
fd:
Oa:

c5:
73:
:bf:
af:
3b:
22:

Sb:
cl:
ds:
0f:
ae:
17:
1d:
cl:
24:
22:
:c3:
23:
4a:
9c:
43:
02:
3c:

6e:
73:

sha256WithRSAEncryption
:bd:
:fd:
tal:
(ff:
:87:
:c2:
:25:

:25:
:5a:
HEH

:8f:
:d2:
(f2:
:f9:
HIeH
:d4:
:d5:

:28:
:3c:

:88:
raa:
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1b:5b:a9:26:12:c8:09:61:9c:8£:65:3d:5f:be:29:£4:a28:30:
7l:ec:8b:5a:50:9f£:¢c5:67:£6:3c:88:3£:88:82:e7:67:1e:32:
99:2e:0£:33:5b:39:d0:28:7d:f7:4a:cc:e2:2c:1b:99:32:bl:
a3:54:20:75:ef:£9:0a:¢c9:£7:2e:88:3b:a3:48:07:b0:ee:79:
96:84:26:37:00:37:ac:7a:81:30:fd:0f:2e:e4:16:3e:d2:3c:
22:f1:b6:4b:b1:44:98:48:ab:34:b5:9b:1b:aa:d9:4f:a4:d2:
14:d7:06:2f:62:al:0a:0c:9f:3a:2b:74:c8:54:fc:ac:54:1a:
lc:e9:6d:49:8c:al:c3:da:e0:9c:33:95:ef:83:e6:d0:cc:71:
de:2a:f9:a4:80:e8:15:81:ec:59:07:a6:50:42:15:a7:ed:fa:
1:24:39:99:37:c2:b8:ca:35:cd:64:8e:40:00:f8:ea:le:ae:
b2:d5:d1:7a:39:¢c6:95:5d:1e:0c:b0:e0:d6:a3:90:ec:a0:£4:
ce:8a:07:8b:46:34:88:81

MIIGWTCCBKmgAWIBAgIIWcVMpfxu9YkwDQYJKoZIhvcNAQELBQAWZDELMAKGALUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI 1IN I2KTEMMAOG
A1UEBRMDMDAxXMSEwHwYDVQQDDBhaRVRFUYBUULAgQOEgRkISIFRTQSAWMDEwWHhCN
MTkwNzEyMDcyOTM5WheNMS IwNzEyMDcyOTM5W) BgMQswCQYDVQQGEWJICRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOMjU2M] YpMSswKQYDVQQODDCJaZXR1
cONvbmZpZGVucyBSUOEgUXVhbGImaWVkIFRTVTEWMIIBIjANBgkghkiGOwOBAQEF
AAOCAQ8AMI IBCgKCAQEAQ1HEONDGMMDm] /NNytUB0JInT4Sb2jqeTqI0h7 /Kjknnf
WobCYM1+WPpBle+BxhP90ZGDx3mXjvxQu8jEI7AQosVH2rbQpnvpYZ9puaHoR++0
dMn3iSD/aYQrKXEnIzQKkC/JY3YIhzVrtG7gRATwxNCFHxL29rEPSzIgXff+SWS9
3BhlIFyOY6rk+0vQOGnci+UgltMOm+zqbw7dkIFPAAIVDLZ6TPCoTTqJOJ71Dbbns
oUEUJVgbhBDQua3JdNLYoKv3KCa40gbw2bDzt11lulObyxeXZBxsivP7S30R8HOLC
/FO03p+Cti0ZQWT+C3yVnpBRI16B40+yobMBbWSeI7QIDAQAB04ICeTCCANUWCAY T
KwYBBQUHAQEEZDBiMDkGCCsGAQUFBzAChilodHRwOi8vY3J0LnRzcC56ZXR1lcy5]
b20vWkVURVNUU1BUUOFDQTAWMS 57 cnQwJQY IKwYBBQUHMAGGGWhOdHAG6LyY 9vY 3Nw
LnRzcC56ZXR1cy5jb20wHQYDVROOBBYEFF4Z0dsjE+pGp/we/scElxiaywRIMAWG
AlUJEWEB/wQCMAAwWHwWYDVROjBBgwFOAULVFLSAuELbBNK+gFOFOp5b4 £t 0UWRQY T
KwYBBQUHAQMEOTA3MAGGBgQAjkYBATArBgYEAISGAQUwWITAfFhlodHRwczovL3Bk
cy50c3AuemV0ZXMuY29tEwJ1bjCCAQIGAIUdIASB+jCBI9zCBIAYMKWYBBAGCIGYC
AQIYMIHJMCwGCCsGAQUFBwWIBFiBodHRwczovL3J1lcG9zaXRvenkudHNwLnpldGVz
LmNvbTCBsgYIKwYBBQUHAgIwgaUegaIAWGgBFAFQARQBTACAAVABTAFAAIABRAHUA
YOBSAGkKAZgBpAGUAZAAGAGMAZQBYAHQAaQOBMAGKAYWBhAHQAZQAGAGYAbWBYACAA
dABpAGOAZQAtAHMAJABhAGOACABPAGAAZWAGAGMADbWBtAHAADABPAGEADgBOACAA
dwBpAHQAaAAgAEUAVABTAEKAIABUAFMATIAAZADEAOQAGADQAMgAXAC4WPgYDVRO £ rNLWbG6rZ
T6TSFNcGL2KhCgyfOitOyFT8rFQaHOltSYyhw9rgnDOV74PmOMxx3ir5pIDoFYHs
WQemUEIVp+T6sSQ5mTfCuMolzWSOQAD46h6ustXRejnGlV0eDLDglgqOQ7KD0OzooH
i0Y0iIE=
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8.2.11 ZetesConfidens EC Qualified TSU11

Certificate:
Data:

Version: 3 (0x2)
Serial Number:
02:cf£:13:87:¢c6:2c:85:bc
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = BE, O = ZETES SA (VATBE-0408425626), serialNumber = 001, CN = ZETES TSP CA FOR TSA 001
Validity
Not Before: Jul 12 07:31:08 2019 GMT
Not After : Jul 12 07:31:08 2025 GMT
Subject: C = BE, O = ZETES SA (VATBE-0408425626), CN = ZetesConfidens EC Qualified TSUl1l
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:£8:8b:9a:93:80:57:63:b7:5¢c:9f:02:b0:d6:4d:
23:80:76:d3:¢9:22:78:ad:0b:e5:¢c7:27:d0:07:50:
57:35:89:a0:£5:40:f7:ab:e6:7d:4a:11:88:88:fb:
df:c8:cf:b4:0f£:8b:ff:£5:d9:51:10:b4:8b:3c:0b:
3f:27:bd:99:c2
ASN1 OID: prime256vl
NIST CURVE: P-256
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3 Subject Key Identifier:
E7:8F:26:86:6E:36:1D:B0:FB:51:20:12:FF:AE:7C:9D:58:17:25:15

X509v3 Basic Constraints: critical
CA:FALSE

X509v3 Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

gcStatements:
070...... F..0+..... F..0!0...https://pds.tsp.zetes.com..en
X509v3 Certificate Policies:
Policy: 1.3.6.1.4.1.47718.2.1.2.50
CPS: https://repository.tsp.zetes.com
User Notice:
Explicit Text:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOl.crl

X509v3 Key Usage: critical
Digital Signature

X509v3 Extended Key Usage: critical
Time Stamping

Signature Algorithm: sha256WithRSAEncryption

69:dl:el:la:4e:2b:9a:88:1c:69:59:e1:9d:ff:45:el1:46:e3:
ce:8c:3d:a5:2e:30:eb:bb:12:fa:e4:e9:76:2e:d2:22:09:aa:
73:bd:£1:92:7a:d0:59:41:76:b6:04:49:7£:4d:32:29:87:01:
59:75:ec:2e:da:59:fd:3e:46:23:21:60:30:77:85:08:23:47:
2b:2a:d7:£9:14:89:ce:ca:96:41:84:d7:19:0a:c4:5d:a0:a5:
d3:82:cf:68:40:34:65:fc:03:83:37:e9:aa:b6:ba:58:ac:a2:
7£:£9:93:£f0:ba:02:d2:£9:3a:28:3£:1£:96:35:41:b6:ce:e3:
25:£6:0c:6d:17:7c:0f:b1:34:cl:a8:d6:6d:ae:el:07:1e:76:
a2:31:4c:£d:55:a4:81:c7:77:74:ea:39:8£:0d:38:02:af:d5:
a7:36:91:75:49:64:c2:ef:bl:4e:2c:d8:20:b2:7c:4e:62:61:
ad:b7:5f:8b:41:8b:c2:£9:64:5f:97:ac:ec:57:bd:ed:a9:8f:
45:15:58:39:a8:cd:12:55:2a:34:e0:60:bc:ec:2c:7¢c:21:d9:
9e:4c:ce:ff:60:e3:43:c2:bd:e8:aa:15:a6:4c:1c:5c:9%a:8e:
18:11:d5:de:fd:b0:e6:51:65:20:cc:ef:30:£3:74:2d:d0:35:
d0:aa:e3:1£:96:f6:05:d6:dc:52:8b:a0:85:38:36:5c:88:1f:
99:d6:46:c4:93:b0:f5:e8:10:53:ea:ec:44:7c:£6:0£:79:41:
73:3d:26:2a:33:7e:88:fa:35:08:7c:c6:93:60:1e:22:69:el:
1d:d6:8b:35:6a:03:ef:c7:9a:53:34:7d:1£:£0:19:1c:11:13:
Te:el:78:47:b8:dc:f2:da:al:0b:3d:a7:b0:27:86:60:05:1c:
fc:a8:ec:a5:77:5e:1f:33:al:4b:4f:68:e3:cd:56:92:fd:2e:
47:85:e8:02:7d:f5:e2:f8:eb:36:11:80:21:d0:d1:8b:9%e:37:
el:0d:31:59:dc:b4:7a:d8:39:07:73:00:24:34:b7:5d:67:0b:
ba:c8:65:cb:1d:cl:f9:3e:e9:b6:b7:2b:al:£6:d9:41:28:23:
b7:03:e9:2d:7b:be:8d:00:2a:51:82:28:5d:60:cd:78:0d:51:
e7:fa:4e:01:63:96:6c:0£:21:04:56:27:e8:a0:€9:9b:62:b6:
1le:78:12:70:a2:08:eb:12:0c:3b:ad:38:£7:eb:99:3b:ed:84:
1€:80:57:29:06:01:d1:15:20:5c:£f2:b8:71:cf:d2:db:56:4a:
26:ea:cf:3e:b0:d4:ad:a2:£3:83:08:b7:01:6e:bl:41:bf:£6:
97:8b:5e:ba:63:5d:d2:23
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MIIF9TCCA92gAwWIBAgIIAs8Th8YshbwwDQYJKoZIhvcNAQELBQAwWZDELMAKGALIUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOwWNDA4NDI1IN]GI2KTEMMAOG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN
MTkwNzEyMDczMTA4WhcNMj UwNzEyMDczMTA4WIBEMOswCQYDVQQGEwWJCRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOM]U2Mj YpMSowKAYDVQQDDCFaZXR1
cONvbmZpZGVucyBFQyBRAWFsaWZpZWQgVEFNVMTEWWTATBgcghkjOPQIBBggghkjO
POMBBWNCAAT415gTgFdjtlyfsrDWTSOAdtPIInitC+XHIJ9AHUFcliaD1QPer5nlK
EYiI+9/Iz7QPi//12VEQtIs8Cz8nvZnCo4ICeTCCANUWCAYIKwYBBQUHAQEEZDB1
MDkGCCsGAQUFBzAChilodHRwOi18vY3J0LnRzcC56ZXR1cy5jb20viWkVURVNUU1BU
UOFDQTAWMS57cnQwJQY IKwYBBQUHMAGGGWhOdHAG6LY9VvY3NwLNRzcC56ZXR1cy5]
b20wHQYDVROOBBYEFOePJoZuNh2w+1EgEv+ufJ1YFyUVMAWGA1UdEWEBR/wQCMAAW
HwYDVROJjBBgwFOAULVFLSAUELbBNK+gFOFOp5b4 ft 0OUWRQY IKwYBBQUHAQMEOTA3 rBgEFBQcDCDANBgkghkiGIw0B
AQsFAAOCAgEAadHhGk4rmogcaVnhnf9F4Ubjzow9pS4we7sS+uTpdi7SIgmge73x
knrQWUF2trRIf00yKYCBWXXsLtpZ/T5GoyFgMHe FCCNHKy rX+RSJzsqWQY TXGOTE
XaCl04LPaEAOZfwDgzfpgrabWKyif/mT8LoCOvk6KD8f1jVBts7jJIJfYMbRA8DTED
wajWba7hBx520jFM/ViWkgcd3dO0o5jw04Aq/VpzaRdULlkwu+xTizYILJI8TmJIhrbdf
10GLwv1kX5es7Fe95KmPRRVYOajNE1UgGNOBgvOws fCHZnkz0/2DjQ8K96KoVpkwe
XJgOGBHV3v2w51F1IMzvMPNOLJA1O0KrjH5b2tdbcUoughTg2XIgfmdZGxJOw9egQ
U+rsRHz2D31BczOmKjN+1PolCHzGk2AeImnhHdaLNWoD78eaUzR9H/AZHBETfuF4
R7jc8tghCz2nsCeGYAUc/K]jspXdeHzOhS090481WkvOuR4XoAn314vjrNhGAIdDR
15434Q0xWdy0etg5B3MAJDS3XWcLushlyx3B+T7ptrcrofbZQSgjtwPpLXu+jQCq
UYIoXWDNeAlR5/pOAWOWbAShBFYn6KDpm2K2HngScKII6xIMO6Q49+uZ0+SEHOBX
gQYBORUgXPK4cc/S21ZKJurPPrDUraLzgwi3AW6xQb/214teumNd0iM=
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8.2.12 ZetesConfidens EC Qualified TSU12

Certificate:
Data:

Version: 3 (0x2)
Serial Number:
5a:c7:28:39:ec:de:ae:05
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = BE, O = ZETES SA (VATBE-0408425626), serialNumber = 001, CN = ZETES TSP CA FOR TSA 001
Validity
Not Before: Jul 12 07:32:42 2019 GMT
Not After : Jul 12 07:32:42 2025 GMT
Subject: C = BE, O = ZETES SA (VATBE-0408425626), CN = ZetesConfidens EC Qualified TSU12
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:c8:66:d3:00:58:1d:b6:51:22:3f:£8:9a:0d:8b:
44:87:e2:2d:e6:al:e8:b2:5b:82:03:97:£f£:36:cl:
£d:35:06:7f:dd:24:88:52:ab:5f:1b:0b8:01:c2:92:
13:6e:09:47:af:94:€a:83:14:96:6a:90:81:94:47:
4d:8a:ed:09:4c
ASN1 OID: prime256vl
NIST CURVE: P-256
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3 Subject Key Identifier:
60:5F:58:F1:B0:03:3E:D5:CC:8E:5B:45:69:C6:54:A8:88:03:52:D2

X509v3 Basic Constraints: critical
CA:FALSE

X509v3 Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

gcStatements:
070...... F..0+..... F..0!0...https://pds.tsp.zetes.com..en
X509v3 Certificate Policies:
Policy: 1.3.6.1.4.1.47718.2.1.2.50
CPS: https://repository.tsp.zetes.com
User Notice:
Explicit Text:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOl.crl

X509v3 Key Usage: critical
Digital Signature

X509v3 Extended Key Usage: critical
Time Stamping

Signature Algorithm: sha256WithRSAEncryption

0d:8e:£fd:44:c7:88:46:30:7e:30:e9:fb:d6:a7:72:8e:5d:55:
1d:b0:de:b5:c7:b9:f1:61:26:ca:al:51:0c:30:£d:07:40:91:
ab:f7:7c:82:01:d5:d5:ed:44:57:27:96:76:74:58:£6:63:43:
76:27:bc:ac:2a:14:b4:6d:08:a8:f4:26:fa:24:fb:95:4e:64:
b0:07:85:67:3d:0a:ba:bd:c9:34:26:95:07:25:8a:07:95:25:
63:7€:94:49:59:88:3e:2f:9e:e5:b7:e6:fb:7£:08:4f:d3:2c:
£8:9c:£7:d2:3d:c9:1e:b6:47:68:56:f8:aa:d6:b2:1d:25:e4:
51:b0:ed:ce:94:ea:e0:e0:8f:e2:dd:9e:£3:8£:43:d6:5d:19:
b2:6e:c4:0e:1e:e5:82:33:42:£7:24:1a:59:7f:2a:5e:a9:0f:
40:2f:a4:84:44:bd:ab5:ba:54:4b:ee:le:3f:al:8a:94:51:5a:
d4:5a:f1:e2:bb:33:36:81:10:b3:cb:b2:b7:cc:69:08:73:43:
2d:b0:£8:81:26:45:fc:d2:a2:9e:71:d7:ca:18:6a:e2:b0:f4:
£7:35:¢5:1d:48:2c:27:da:fb:9%e:8b:e0:a2:49:a2:ae:a6:c2:
2b:85:42:49:36:6a:9:54:80:4:57:27:0c:08:65:81:el:12:
56:43:21:0b:53:88:41:f0:de:c3:7b:52:a3:ce:28:bd:2f:6d:
3e:a9:8b:£8:6a:70:7c:85:40:4b:38:f8:da:cd:22:fb:d0:32:
£5:85:0a:30:75:28:2f:ea:al:47:03:7d:7d:ce:65:09:17:28:
48:5f:27:39:19:2e:26:c0:6c:7a:04:45:af:19:2e:c7:e0:53:
12:99:£2:£3:6d:96:92:62:b6:7a:5d:f2:3a:bf:2e:b4:0a:02:
19:79:¢c5:7a:75:55:0d:cb:6e:5a:30:03:a8:£5:83:df:65:17:
66:dc:48:6d:96:b2:c4:d0:e4:78:03:£f4:51:¢c6:4c:08:a9:22:
ef:bl:7a:0a:9a:15:db:3b:40:b4:51:bd:2d:93:c8:23:40:79:
19:a9:be:8d:3d:79:e8:a6:fc:d0:ed:84:c4:94:c3:01:bf:0d:
db:3a:aa:b4:40:cb:c9:£f5:01:79:97:25:2e€:95:15:85:38:3c:
17:00:df:bb:53:41:5d:8c:0c:fe:9d:df:55:65:£5:3d:e3:2d:
97:be:a2:94:9£:72:41:38:5c:3e:62:9a:22:0£f:c0:41:fb:b9:
18:11:2f:¢9:20:ab:54:31:91:1a:f9:cf:8e:4a:dd:7d:a3:4a:
£fd:d2:£7:00:ab:eb:81:0e:ad:ad:5d:79:3f:af:cd:93:ef:07:
Se:c7:8a:e9:d2:c5:cb:58
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MIIF9TCCA92gAwIBAgIIWscoOezergUwDQYJKoZIhvcNAQELBQAwWZDELMAKGALIUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI 1IN I2KTEMMAOG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN
MTkwNzEyMDczMjQyWhcNM] UwNzEyMDczMj QyW BfMOswCQYDVQQGEwJICRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOM]U2Mj YpMSowKAYDVQQDDCFaZXR1
cONvbmZpZGVucyBFQyBRAWFsaWZpZWQgVENVMT IWWNTATBgcghkjOPQIBBggghkjO
POMBBWNCAATIZtMAWB22USI/+JoNi0SH413moeiyW4Kz1/82wf01ltn/dJIhSql8b
UAHCkhNuuUev1O0gDFJZgm4GURO2K7Q1Mo4ICeTCCANUWCAY IKwYBBQUHAQEEZDB1
MDkGCCsGAQUFBzAChilodHRwOi18vY3J0LnRzcC56ZXR1cy5jb20viWkVURVNUU1BU
UOFDQTAWMS57cnQwJQY IKwYBBQUHMAGGGWhOdHAG6LY9VvY3NwLNnRzcC56ZXR1lcy5]
b20wHQYDVROOBBYEFGBfWPGWAZ7VZI5SbRWNGVKiIA1LSMAWGAL1UdEWER/WQCMAAW
HwYDVROJjBBgwFOAULVFLSAUELbBNK+gFOFOp5b4 ft 0OUWRQY IKwYBBQUHAQMEOTA3 HgDAWBgNVHSUBA f 8EDDAKBggrBgEFBQCDCDANBgkghkiGIw0B
AQsFAAOCAGEADY79RMeTRjB+MOn71qdyjl1VHbDetce58WEMygqFRDDDIBOCRG/ A8
ggHV1elEVyeWdnRY9mNDdie8rCoUtGOIgqPOm+iT71US5ksAeFZz0Kur3JNKavVtyWK
t5U1Y36USVmIPi+eS5bfm+38ITO9Ms+Jz30)3JHrZHaFb4qtayHSXkUbDt zpTq40CP
4t2e849D110Zsm7EDh71gjNCIyQaWx8qXgkPQC+khESIpbpUS+4eP6GK1FFalFrx
4rszNoEQs8uyt8xpuHNDLbD4gSZF/NKinnHXyhhq4rD09zXFHUgsJ9r7novgokmi
rgbCK4VCSTZg6VSASFcnDAhl1geESVKkMhC10IQfDew3tSo840vS9tPamL+GpwE IVA
S5z342s0i+9Ay9YUKMHUOL+ghRwN9fc51CRcoSF+nORkuJsBsegRFrxkux+BTEpny
822WkmK2el3yOr8utAoCGXnFenVVDctuWjCzgPWD32UXZtxIbZayxNDkeLPOUCZM
CKki77F6CpoV2ztAtFGILZPII0OB5Gam+jT156Kb8002ExITDALSN2zqqtEDLy fix
eZclrpUVhTg8F7DfulNBXYwM/p3fVIWX1PeMt17611J9yQThcPmKalg/AQfu5GBEvV
ySCrVDGRGvnPjkrdfaNK/dL3AKvrgQ6trV15P6/Nk+8HXseK6dLFylg=
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8.2.13 ZetesConfidens RSA TSU13

Certificate:

Data:
Version:
Serial Number:
46:97:be:e8:42:72:7£:b0
Signature Algorithm:
= ZETES SA

Signature Algorithm:
raa:
:fa:
:b5:
:81:
:cT:

Issuer:

C

Validity
Not Before:
Not After

Subject:
Subject Public Key Info:

48:
8d:
2a:
aa:

12
47

a5:
79:
fc:
fl:
30:
8a:
c7:
75:
19:
93:
3a:
Ob:
66:
cl:
8d:

Public Key Algorithm:

3

C

(0x2)

BE,

BE

(0]

sha256WithRSAEncryption
(VATBE-0408425626) ,

Jul 12 07:35:44 2019 GMT
Jul 12 07:35:44 2022 GMT
(VATBE-0408425626), C

, O

ZETES SA

RSA Public-Key:
Modulus:

00:

61:

0b

Exponent:
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3

E

E:

X509v3

CA:

X509v3

655

37

(20

166:
:8f:
:26:

48

18:
al:
42:
:33:
:a8:
:3e:
142
:bb:
ra2:
:le:
:fb:
rce:
:45:
:3c:
:4b:
:8d:
:Se:

bit

(0x10001)

)

Subject Key Identifier:

Basic Constraints:

FALSE

rsaEncryption

tdc:
HYdoH
:cb:
tde:
scd:
:2f:
:81:
HIeH
:ab:

critical

Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

X509v3 Certificate Policies:
1.3.6.1.4.1.47718.2.1.2.50
CPS: https://repository.tsp.zetes.com

Policy:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOLl.crl

X509v3 Key Usage:
Digital Signature

X509v3 Extended Key Usage:

cl:
ed:
76:
3a:
cel:
:9d:
69:
15:
c5:
d2:
4c:
3f:

Time Stamping

31:
£5:
£9:

:c9:
:97:
:73:
:f6:
rac:
:20:
:3f:

critical

:34:
:e8:
:0e:
16e:
HeH
:£5:
:8b:
:8c:
reb:
:33:
:58:
:b7:
:c2:
:b7:
re3:
HE N
:da:
:bl:
:9b:
ra8:
:69:

c3:
:0d:
:0f:
:f3:
cef:
:59:
:d4:
:a9:
:d4:
77
:6f:
:50:
:cbh:
:67:
:2e:
:78:
:57:
:53:
:5c:
HeleH
tdc:

critical

59:
ad:
a5:

sha256WithRSAEncryption
73:dd:

fb:
:8a:

:b6:
:be:

:82:
:c3:
:65:
HYAH
:Tb:
rac:

:85:
:de:
:9e:
:26:

serialNumber = 001, CN = ZETES TSP CA FOR TSA 001

N =

ZetesConfidens RSA TSU13

F5:85:41:C0:73:94:17:13:95:8F:8D:5E:C7:62:A1:C1:15:63:78
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0£:27:33:£2:42:13:77:1c:£3:22:5£:06:7d:c3:2d:57:82:be:
6c:£5:0b:c9:fb:a3:11:95:30:8a:54:d6:07:bd:6£:18:79:44:
83:fb:ed:cc:2b:cl:f1:9f:b9:2e:04:ed:4a:b0:57:ad:13:d8:
43:46:81:47:67:fd:bd:6a:3c:23:97:d0:e7:38:e0:0b:15:c4:
0b:92:ab:2f:db:b7:£0:60:5a:2e:1c:ba:32:67:fa:2d:6a:16:
18:20:bd:ab:bd:86:89:2b:86:2f:£8:c6:5c:0e:5a:67:9a:98:
02:32:dd:85:45:96:3d:6a:db:20:f4:72:a5:de:e6:ed:33:c9:
3f:51:be:f5:c5:a0:dd: fl

MIIFtTCCA52gAwWIBAgIIRpe+6EJyf7AWDQYJKOZIhveNAQELBQAWZDELMAKGALUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI 1IN I2KTEMMAOG
A1UEBRMDMDAxXMSEwHwYDVQQDDBhaRVRFUYBUULAgQOEgRk9SIFRTQSAWMDEwWHhcCN
MTkwNzEyMDczNTQOWhcNMj IwNzEyMDczNTQOW)BWMQswCQYDVQQGEWJCRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOMjU2M] YpMSEwHWYDVQQDDBhaZXR1
cONvbmZpZGVucyBSUOEgVENVMTMwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWggEK
A0IBAQCAC/BmGIRGTCD7UHL8Bal87EWPoGMAe9iKx012fYZ12RUmMQrJryy72wNg0
ONAS/HtsMyRzTm22+WGpljnQ6Sz9gIlt6zZm+JIJKCn/40df7ovPgutLykmlHusoH8T
ARhmQhmMgVKCLBURIQEHx3s1u0F1bKfDipbLzM+PI/kNovC+g3R1FmckgSLQE3Jz
HseP3JN+bLASbUOx1fOW++iwNQ97I/VIWRIDMXEHznrSe26sU5711f/7+L9tRbMt
qQqotiHIWG2WrZpmlPLYuQliF40EgGDH8huDYpSO0VmSEFXevlph9cSESEEWjXLhUlme
RSa78QSHENBDXmIECXYmFSpE/GELAGMBAAG]) ggF3MI IBczBwBggrBgEFBQCBAQRK
MGIwWOQYIKwYBBQUHMAKGLWhOdHA6LY9jcnQudHNwLNnpldGVzLmNvbS9aRVRFULIRT
UFRTQUNBMDAXLmNydDA1BggrBgEFBQCWAYYZaHR0CDovL297 c3AudHNWLNpldGVz
LmNvbTAdABgNVHQ4EFgQU7VvIWFQcBz1BcT1Y+NXsdiocEVY3gwDAYDVROTAQH/BAIw
ADAfBgNVHSMEGDAWgBQtUUtJ24QtsEOr6AU4U6n1vh+3RTBIBgNVHSAEQJBAMD4G
DCsGAQQBgVRMAgGECMjAuUMCWGCCsGAQUFBwIBFiBodHRwczovL3J1lcG9zaXRvenku
dHNwLnpldGVzLmNvbTA+BgNVHR8ENzAIMDOgMaAvhilodHRwO18vY3JsLnRzcC56
ZXR1cy5jb20viWkVURVNUU1BUUOFDQTAWMS5jcmwwDgYDVROPAQH/BAQDAgeAMBYG
A1UdJQEB/wWQMMAOGCCsGAQUFBWMIMAOGCSQGSIb3DQEBCWUAAAICAQBIWTHOgQVNT
SzRz3cNZSDGEIY2N7 fily+hCXAOT zxA2tgFQgMqQqdvmé t fdzKASLHw+1h0LKC51ig
01izVgW72XW5Z8f0fGUPYINnYS4TM2xwSsNmyH708UCYdIvLhHnY1LTecgOfU6RImi
nh7SBlaladcXcmk/kosGBNQGkEazsINSFQsHwHXquédzmz6n/prgb4U/8xV1ADar/
suYU2NTamsbzky3x0tXCcTVx2zNfgnfWv2sD1PEwWTJ56aR4IkFic92+kBBiEkKIGK
PIMFqwV1k7e5hVCCYcOjszPHU3ypt3rsssJgBss/owNejwdlcNhnKQvgk7£x52ek
JyzrQmMzZxObuH8atYeNdey4P/Ee6KsiTmarzKPpS7kzsB3hSfzaD62wboucbgAiJF
gNoj/leGaEe3gmgLEoG7dV74KrHwwVO0Xhn5z3NmOO3CSC5RFIvyVFwINzwaxG7B
XnjdfPrgL6hFz8zHRVs04XGNgUCOPwtAr2nRRUXB8WTrVMcPJzPyQhN3HPMiXwZ 9
wylXgr5s9QvJ+6MRITCKVNYHvIW8YeUSD++TMK8Hxn7kuBO1KsFetEShDRoFHZ /29
ajwjl9DnOOALFcQLkgsv27fwYFouHLoyZ/otahYYIL2rvYaJK4Yv+MZcDlpnmpgC
Mt2FRZY%atsg9HK13ubtM8k/Ub71xaDd8Q==
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8.2.14 ZetesConfidens RSA TSU14

Certificate:

Data:
Version:
Serial Number:
69:d8:11:e7:el:a2:b5:1b
Signature Algorithm:

Signature Algorithm:
aa:
Ob:
95:
:8b:
:3a:
re2:
:d7:
tda:
:2a:
:52:
saf:
cef:
c2:
:62:
:al:
:57:
:31:
:0c:
:0a:
:Se:
:5c:

Issuer:

C

Validity
Not Before:
Not After

Subject:
Subject Public Key Info:

13:
71:
bf:

Public Key Algorithm:

3

C

(0x2)

BE,

BE

(0]

= ZETES SA

sha256WithRSAEncryption

Jul 12 07:37:05 2019 GMT
Jul 12 07:37:05 2022 GMT
(VATBE-0408425626), C

, O

ZETES SA

RSA Public-Key:
Modulus:

00:
58:
93:
Se:
31:
ac:
60:
79:
9b:
Te:
86:
Se:
6f:
12:
75:
8c:
58:
eb:

e6:
To:

83

Exponent:

X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3

9

0

X509v3

CA

X509v3

be:
de:

tal:
:51:
HYAH
:18:
:de:
:fc:
:38:
Ta:

655

44:
ef:
28:
e2:
54:

37

(20

48

rec:
ra3:

bit

(0x10001)

)

:95:
:88:
HeIeH
:d3:
:da:

Subject Key Identifier:
:D6:65:9F:E2:3B:02:E4:4B:C2:5B:98:2E:9E:47:56:0D:60:14:37
Basic Constraints:
:FALSE
Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

rsaEncryption

critical

X509v3 Certificate Policies:
1.3.6.1.4.1.47718.2.1.2.50
CPS: https://repository.tsp.zetes.com

Policy:

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOLl.crl

X509v3 Key Usage:
Digital Signature
X509v3 Extended Key Usage:
Time Stamping

14:

98:
:5c:
:a9:

:75

:dO:
tde:

71:
91:
fc:
:b2:

d5:
ac:
al:
5c:
:10:
HEAeH

critical

ice

saf:
:3b:
:e3:
:dO:

£9:
37:
e9:
5f:
cel:
d4:
fe:

[e19)

1f

13:

9a:
f6:

critical

:b8:
93:
:9e:
46:
31:

52:
01:

eb:
25:
:9f:
:c9:
HEEH
12e:
:02:
rae:
:67:
:4b:
:2d:
:cf:
rde:
raf:
:de:

sha256WithRSAEncryption
rae:
cff:
ta’l:
:7d:

(VATBE-0408425626) ,

serialNumber = 001, CN = ZETES TSP CA FOR TSA 001

N =

ZetesConfidens RSA TSU14
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5d:35:28:4c:50:9c:b7:44:0d:53:58:9a:5£:73:07:50:£9:67:
be:98:76:31:5a:3b:al:74:2e:a0:24:05:fb:c2:35:25:bl:8a:
cd:de:82:£7:12:4f£:ab:52:98:58:32:6¢c:1f:cl:ef:aa:8£:91:
09:ce:ee:82:32:£fd:8f:49:ed:73:41:64:11:49:58:aa:9f:db:
cb:5b:d4:£fa:51:57:34:10:9f:b4:30:1a:be:af:3c:1£:c8:47:
d3:8b:30:e3:2e:ec:8d:a8:5e:e7:26:£5:88:4b:35:e8:0b7:43:
cc:fa:f0:£3:26:90:8a:01:10:30:6e:a7:bd:ed:d4:b3:bb:5e:
ad:0f:£2:7d:£5:£7:b6:90

MIIFtTCCA52gAwIBAgITIadgR5+GitRswDQYJKoZIhvceNAQELBQAWZDELMAKGALUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI 1IN I2KTEMMAOG
A1UEBRMDMDAxXMSEwHwYDVQQDDBhaRVRFUYBUULAgQOEgRkISIFRTQSAWMDEwWHhcCN
MTkwNzEyMDczNzA1WhcNMjIwNzEyMDczNzA1W)BWMQOswCQYDVQQGEWJCRTEKMCIG
AlUECgwbWkVURVMgUOEgKFZBVEJFLTAOMDgOMjU2M] YpMSEwHWYDVQQDDBhaZXR1
cONvbmZpZGVucyBSUOEgVENVMTQwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAWggEK
AoIBAQDmMVKTS7LCVSqwkxmWzdFh7Tu+kozmIkuLHl1sE4DJPnoShpxWvMUr5nl7Iw
I17fUeI7NJTTQgCimt037DHIf1SF87XaIGXnXAMS9gxYGP65cEfe0bWDOnyuaWAz
3hTVksGDzvdnltw9jHmg/PT81G6R13Y0atN512t10Jgz+4eX/tice26zSH5depYk
agT/J729Q56B8IZD3HUMNmw5BY0L30/5DV7UNCR] tsKkKdwfFeWjDW+JKW6RCxV4
EdB0z9R4WBI6dgJ96HIOrwCitN+x6HXQ0bal3fZ/s1WZjmynFQYyPMhzPB1Ef 9KME
h+9fylgnzDB3MdAQh4gh6p/vVuWDAgGMBAAG)ggF3MIIBczBwBggrBgEFBQCBAQRk
MGIwWOQYIKwYBBQUHMAKGLWhOdHA6LY9jcnQudHNwLNnpldGVzLmNvbS9aRVRFULIRT
UFRTQUNBMDAxLmNydDA1BggrBgEFBQCwWAYYZaHR0OcDovL2 95 c3AudHNwLNpldGVz DmMW
PEyIcnFHKfQFCwh/DMQ7IKMb3kpNWyxkk3P4H2AaCg7B8TeAORMAYo+2ZPHkjOED
XuxNZqur3NAee/9qEDEL15VMKXGtOP/7C8D6JKIRACx1psQBANShMUJy3RAITWIpE
cwdQ+We+mHYxWjuhdC6gJLX7wjUlsYrN3oL3Ek+rUphYMmwfwe+qj5EJzu6CMv2P
SelzQWQRSVigqn9vLWIT6UVCOEJ+0MBg+rzwfyEfTizDjLuyNgF7nJviWISzXot 0PM
+vDzJpuKsRAwbqe97dSzul6tD/J99fe2kA==
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Certificate:

D

Signature Algorithm:
Issuer:

Signature Algorithm:
163
164

ata:

ZetesConfidens

TSA PRACTICE STATEMENT AND TIME-STAMP POLICY

Version:
Serial Number:
2f:£7:15:65:be:21:b5:a0

3 (0x2)

C=BE, O=ZETES SA

Validity
Not Before:
Not After

Subject:
Subject Public Key Info:

28:
79:
3b:
9b:
3b:
Te:
ef:

Public Key Algorithm:
Public-Key:

X509v3

X509v3
CA
X509v3

P

C=B

ub:

E,

04:
04:
df:
a6:
05:

Jan 22 13:33:38 2019 GMT
Jan 20 13:33:38 2025 GMT

O=ZETES SA (VATBE-0408425626),

9e:
92:
4b:
14:
43:

ASN1 OID:
NIST CURVE: P-25
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

9

75:ce:
15:91:
c7:36:
25:b6:
52:1b:

prime256vl

0a:72:
34:71:
42:ed:
b2:0c:

aa

6

c5:
5c:
dé:
6c:

al:8a
dil:81
6e:03
aa:05

Subject Key Identifier:

sha256WithRSAEncryption
(VATBE-0408425626) /serialNumber=001,

id-ecPublicKey
(256 bit)

:8d:
rcc
tdc:
:b4:

ec:

:c5:

80:
a5:

CN=ZETES TSP CA FOR TSA 001

CN=ZetesConfidens EC TSU15

:cb:e3:
:7£:£8:
:c9:88:
:18:41:

6a:
a3:
96:

1:94:DE:D5:24:03:E7:69:DE:A8:22:4B:7F:C4:42:4A:E5:26:79:F6
critical

Basic Constraints:
:FALSE
Authority Key Identifier:

keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

X509v3 Certificate Policies:
Policy:
CPS: https://repository.tsp.zetes.com

1.3.6.1.4.47718.2.1.2.50

X509v3 CRL Distribution Points:

X509v3 Key Usage:

de:
82:
be:

fa

Full Name:

URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOl.crl

Digital Signature
X509v3 Extended Key Usage:
Time Stamping

aa:
fd:
c7:
:bb:
73:
e3:
dd:

:de:

6c:

2a:
1f:
:8a:
:b0:
:9d:
:7c:

:8b:ef:
:06:99:
:88:da:
:d9:4e:
:b5:46:

:7b:7b

al:
de:
88:
:82:
:c4:

critical

77
cl:
db:
£7:
Oa:
HYEH
tde:
:86:
HleIH
tdc:
:le:
:bd:
:17:
rad:
:63:
rae:
:be:

critical

77
13:

:el

:3f:
:ab:

5d:
£5:
:49:
:78:

sha256WithRSAEncryption
c7:00:
5d:2e:
el:f9:

10:
c2:
5b:
2b:
tbe:
51:
ce:

MIIE6DCCAtCgAWIBAGIIL/cVZb4dhtaAwDQYJKoZIhvcNAQELBQAWZDELMAKGALIUE
BhMCQkUxJDAiBgNVBAOMG1pFVEVTIFNBIChWQVRCRSOWNDA4NDIIN] I2KTEMMACG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN

1.3

2019 - Zetes — All Rights Reserved

p.51



ZetesConfidens

zetes TSA PRACTICE STATEMENT AND TIME-STAMP POLICY

MTkwMTIyMTMzMzM4WhcNMj UwMT IwMTMzMzM4 W BVMOswCQYDVQQGEwWJCRTEKMCIG
AlUECGwbWkVURVMgUOEGKFZBVEJFLTAOMDGOM] U2M] YpMSAwHgYDVQODDBdaZXR1
cONvbmZpZGVucyBFQyBUU1UxXNTBZMBMGByqgGSM4 9AgEGCCgGSM4 9AWEHAOIABJS1
zgpyxaCKjeyjy+PdBITIVKTRxXNGBzZMUH /hq30vHNkLt1m4DTIALyY1ijphQltrIM
bKoFtKVEGEGWBUNSG6qjggF2MI IBcBwBggrBgEFBQCBAQRKMGIwOQY IKwYBBQUH
MAKGLWhOdHA6LY9jcnQudHNwLnpldGVzLmNvbS9aRVRFUIRTUFRTQUNBMDAXLmNY
dDA1BggrBgEFBQcwAYYZaHROcDovL297c3AudHNwLNnpldGVzLmNvbTAABgNVHQ4E
FgQUkZTelSQD52neqCJILE8RCSuUmef YwWDAYDVROTAQH/BAIwWADAfBgNVHSMEGDAW
gBQtUUtJ24QtsEOr6AU4U6Nn1vh+3RTBIBgNVHSAEQTA/MDOGCYsGAQSCIGYCAQIy
MC4wLAYIKwYBBQUHAgGEWIGhOdHBzO018vcmVwb3NpdG9yeS50c3AuemvV0zZXMuY29t
MD4GA1UdHWQ3MDUWM6AX0C+GLWhOdHAG6LY9jcmwudHNwLNnpldGVzLmNvbS 9aRVRE
UIlRTUFRTQUNBMDAxLmNybDAOBgNVHQ8BAf8EBAMCB4AWFgYDVRO1AQH/BAWWCGY I
KwYBBQUHAwWgWDQYJK0oZIThvcNAQELBQADggIBACjeqgZjKscAoXd3XRBHM3pHS3mC
/cRkH10uTsET9¢cJIVY99kmDu+x2ayiuH5iNvwSVvCKUcHGIv6ouwQzsDtigvedeCsu
phTdlztzZ39EnR+dxA0Q4LxFESA0ogn7jBJIk5£JKOk3gEP1HugTeFb+/dBsExaYgk
/k7Ug86A2wGBnK5dQxLe7VSJ1lYalBszQW+7Y2Vc+yEE49XCHC8Z fBRIJh8veKjQF1
VLM+jx0TQEweiwL2zUmPRUNPTOhNs15CNR6eyWBrM+4gmnaCQtglR8bPML1IT3s41
UKXWo5R3WcA84IbwUxcmIJRKhrdhYY3YeulLMY 6usBxa2KKzxRQf+k6wIdNS5pY8z9A
SWN2AgrXGt4bVT48MiZAqwxzP67IvUN6CO1sLndUWzxVXY1tAr4dR/DazcvXFMHIG
E20xU6kT9JdH1+ohvm/t1PQXX0jgzAUHV+5C]/TMEtJNLOFm3G7d65AZq/Vadvol
I/4Q0rtl170L80LG5Xr2TaNUuhcCMrGevC7NOHC9jOsVBTUAAGFFomrJ8ekNY1SVVK
k9fIMTLFMVyOHNnSEIVTUs4vviAQDOJIBfm+g0itoZIZ/QsQaZ7UbwQ7wnM+FFnOyU
mJjEQNojaPlgH/p06sTMKCgm6pOT85d100Bjex/ zNmp/ANHUFTZH+ELVGbKhaQn6G
AtslCv+w3mwBknt7
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8.2.16 ZetesConfidens EC TSU16

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
56:8b:16:bc:77:ed:91:3a
Signature Algorithm: sha256WithRSAEncryption

Issuer: C=BE, O=ZETES SA (VATBE-0408425626)/serialNumber=001, CN=ZETES TSP CA FOR TSA 001

Validity
Not Before: Jan 22 14:41:50 2019 GMT
Not After : Jan 20 14:41:50 2025 GMT
Subject: C=BE, O=ZETES SA (VATBE-0408425626), CN=ZetesConfidens EC TSUl6
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:03:2e:a23:d0:02:d3:d5:£1:e9:77:c0:00:af£:02:
fl:b5:ec:17:12:39:ac:d4:5a:09:47:2c:f1:b6:d1l:
b7:80:af:37:66:3b:fd:bd:05:5e:£5:18:0b3:5a:0a:
67:80:87:e0:1b:65:01:4£:13:22:d7:4a:4d:8£f:76:
bb:aa:20:c5:6d
ASN1 OID: prime256vl
NIST CURVE: P-256
X509v3 extensions:
Authority Information Access:
CA Issuers - URI:http://crt.tsp.zetes.com/ZETESTSPTSACAOOl.crt
OCSP - URI:http://ocsp.tsp.zetes.com

X509v3 Subject Key Identifier:
70:79:4E:E1:5D:5E:1A:5C:46:0E:E5:0E:E9:B5:DD:DD:C0:16:CB:76

X509v3 Basic Constraints: critical
CA:FALSE

X509v3 Authority Key Identifier:
keyid:2D:51:4B:49:DB:84:2D:B0:4D:2B:E8:05:38:53:A9:E5:BE:1F:B7:45

X509v3 Certificate Policies:
Policy: 1.3.6.1.4.47718.2.1.2.50
CPS: https://repository.tsp.zetes.com

X509v3 CRL Distribution Points:

Full Name:
URI:http://crl.tsp.zetes.com/ZETESTSPTSACAOOLl.crl

X509v3 Key Usage: critical
Digital Signature
X509v3 Extended Key Usage: critical
Time Stamping
Signature Algorithm: sha256WithRSAEncryption
2e:4b:78:96:aa:89:8b:9%e:ba:2e:56:c4:52:89:45:ee:6d:c6:
b5:47:9£:56:¢c9:63:a7:fd:e2:ff:c6:12:bd:4d:fa:£2:21:98:
94:3e:£7:78:82:ad:31:a4:74:61:08:0£:39:53:5f:46:a9:2a:
11:e7:a29:3a:d3:e7:02:2b:0f:98:eb:c5:4a:44:17:23:e7:b9:
60:74:aa:55:db:32:2d:c4:c3:70:1d:ac:44:a4:51:12:e8:63:
b5:ec:b2:53:ee:ae:6a:13:e1:0d:d6:57:36:42:87:5e:2e:£7:
la:1d:1b:48:a6:77:21:fc:2b:87:al:c6:54:¢c6:89:69:a3:57:
9d:8c:cb:00:b1:37:66:6c:59:d4:26:da:42:09:7£:99:56:£7:
83:16:43:8c:93:70:2d:ed:9e:64:63:52:4e:aa:46:6b:83:9e:
6e:d1:3d:c7:63:2d:01:ec:be:76:39:6b:b7:27:1f:b0:ac:0c:
72:37:5p:03:64:2b:4d:7c:b3:b4:54:eb:71:dc:65:94:ac:62:
0d:57:d9:62:2f:fb:7d:d8:£3:4f:a6:8b:26:53:b0:ce:a3:db:
4e:8b:fd:c5:00:71:dd:30:88:a5:cl:bb:4e:a6:e5:52:6a:9e:

58:ed:de:bl:72:af:fb:45:£8:95:c8:91:08:3a:6e:db:ac:9e:
dl:cf:94:04:52:77:cd:a2:dd:ec:7c:ea:99:92:76:5a:d4:5b:
05:8b:4e:9f:6f:ee:39:9d:9e:88:d5:2b:9b:c3:69:bf:3c:ab:
45:49:26:33:3a:€6:3b:cf:93:40:93:10:71:£0:77:19:45:3e:
28:a9:9%a:c3:ad4:4c:c4:db

MIIE6DCCAtCgAWIBAGIIVosWvHEtkTowDQYJKoZIhvecNAQELBQAWZDELMAKGALIUE
BhMCQkUxJDA1BgNVBAOMGlpFVEVTIFNBIChWQVRCRSOWNDA4NDI1IN]GI2KTEMMAOG
A1UEBRMDMDAXMSEwHwWYDVQQDDBhaRVRFUyBUUIAgQOEgRk9SIFRTQSAwWMDEwWHhCN
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MTkwMTIyMTQOMTUwWhcNM] UwMT IwMTQOMTUWW BVMOswCQYDVQQGEwWJCRTEKMCIG
AlUECgwbWkVURVMgUOEGKFZBVEJFLTAOMDGOM] U2M] YpMSAwHgYDVQODDBdaZXR1
cONvbmZpZGVucyBFQyBUU1UxNjBZMBMGBygGSM4 9AgEGCCgGSM4 SAWEHAOIABLMu
09ACO09Xx6XEfAAKBC8bXSFxI5rNRauUcs8bbRt4CvN2Y7/bOFXvUYsloKZ4uH4Bt1
AUSTItdKTY92ubogxW2jggF2MI IBcBwBggrBgEFBQCBAQRKMGIWOQY IKwYBBQUH
MAKGLWhOdHA6LY9jcnQudHNwLnpldGVzLmNvbS 9aRVRFUIRTUFRTQUNBMDAXLmNY
dDA1BggrBgEFBQcwAYYZaHROcDovL297c3AudHNwLNnpldGVzLmNvbTAABgNVHQ4E
FgQUcH104V1eGlxGDuUO6bXd3cAWy3YwDAYDVROTAQH/BAIwWADAfBgNVHSMEGDAW
gBQtUUtJ24QtsEOr6AU4U6Nn1vh+3RTBIBgNVHSAEQTA/MDOGCYsGAQSCIGYCAQIy
MC4wLAYIKwYBBQUHAgGEWIGhOdHBzO018vcmVwb3NpdG9yeS50c3AuemvV0zZXMuY29t
MD4GA1UdHWQ3MDUWM6AX0C+GLWhOdHAG6LY9jcmwudHNwLNnpldGVzLmNvbS 9aRVRE
UIRTUFRTQUNBMDAxLmNybDAOBgNVHQ8BAf8EBAMCB4AWFgYDVRO1AQH/BAWWCOY T
KwYBBQUHAwWgWDQYJK0ZIThvcNAQELBQADggIBACS5LeJagiYueui SWxFKJRe5txrVH
nlbJY6£94v/GErRN+vIhmJQ+93iCrTGkdGEIDz1TX0apKhHngTrT5wIrD5jrxUpE
FyPnuWB0glXbMi3Ew3AdrESKkURLOY7Xss1PurmoT4Q3WVzZChl4u9xodG0imdyH8
K4ehx1TGiWmjV52MywCxN2ZsWdQm2kIJE51WI4MWQ4yTcC3tnmRjUk6gRmuDnm7R
PcdjLQHsvnY5a7cnH7CsDHI3WwNkKO18s7RU63HCZZSsYglX2WIv+33Y80+miyZT
sM673206L/cUAcdOwiKXBul6m5VIgnrvr+rkHMMAlotmugpO0WagqOwcDMJIH+m+9GWM
JR6se2VegeKxjQbwndXW0xGEnkxRcnx0AoSM91dzxUj1Q0VbKkImFCCtWkSWrfvA
y29QUhK5¢cgdwGelNVJIUriJ65MIO02£ftv5iYt6g75EqFw6/FQzxUT1+heWTUYJmwV
Jmtv81lhh/bGOX38vLh+AR/NSF8cM6JvadrfCEGNZm3vBlYbY50HA+hcNayjA2s45
MnUvmP9cW5PCuV1RUYBEL /bqUgcj2n3dZJArbVjk3rFyr/tF+IJXIkQgébtusntHP
1ARSd821i3ex86pmSdlrUNwWWLTp9v7jmdnojVK5vDab88q0VIJjM65)vPkOCTEHHW
dx1FPiipmsOkTMTb

————— END CERTIFICATE-----
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TSA ISSUING NON-QUALIFIED AND QUALIFIED ELECTRONIC
TIME-STAMPS AS PER REGULATION (EU) NO 910/2014

The TSU that issues time-stamps that are claimed to be qualified electronic time-stamps as per Regulation (EU)
No 910/2014 [9] do not issue non-qualified electronic time-stamps.

ZETESCONFIDENS TSA uses different TSUs identified by different subject names in their public key certificate.
These TSUs shall be accessible via separate service access points.
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